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Foreword from Stan Gilmour, Director, Thames Valley Violence
Reduction Unit

There are now decades of research examining the risk factors for the involvement in, and impact
of, serious violence as it affects young people. This research identifies where violent crime begins;
with early adversity, childhood trauma, abuse and neglect high on the list of causes. We also know
where violent crime ends, with interpersonal violence – one of the leading causes of death in
adolescents and young people globally.

The World Health Organisation reports that violence during adolescence also increases the risks of;
injury, HIV and other sexually transmitted infections, mental health problems, poor school
performance and dropout, early pregnancy, and a range of other issues affecting the health and
wellbeing of our young people 1 . Although we know much about the beginnings and the ends of
violence, far less is known about the mid-points where risks are translated into facts, and
probability become determined criminal acts.

For this reason I am grateful that Crest Advisory has conducted this review. We now know more
about the mediating effects of social media consumption and violence, and have at hand a robust
set of recommendations to take forward to build individual agency and collaborate to keep our
young people safe whilst they enjoy the benefits of safer and more inclusive technologies.
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Background: the drivers of violence

In 2019 the Dawes Trust commissioned Crest Advisory to run a multi-year programme of work
examining the underlying causes and drivers of serious violence. In the first phase we produced
four reports. ‘Serious violence in context: understanding the scale and nature of serious violence’ ,1

‘What is driving serious violence: drugs’ , ‘Violence and vulnerability’ and a paper compiling2 3

insights from the wider research programme in the context of Government policy, ‘Serious
violence: will Government policy be enough’ .4

Throughout the first phase of this research we constantly came across references to the role of
social media as a potential cause of serious youth violence. Police forces, local councils and
charities working with young people repeatedly raised the role of social media content made and
shared by young people as a cause of violence, such as video content designed to humiliate or bait
‘ops’ and drill music videos which appear to both celebrate acts of serious violence and threaten
violence. Interviewees also raised concerns about harmful patterns of social media use, with
children spending hours on end messaging groups of friends on multiple apps. It was clear that
despite being recognised as an aggravating factor within serious youth violence, social media is a
blind spot.

In response, the Dawes Trust commissioned Crest to extend the ‘Drivers of Violence’ project with a
second phase focusing on social media. In February 2022 we published a long read: ‘Drill Down:
Drill music, social media and serious youth violence’ , exploring the highly polarised debate on5

whether Drill music is a driver of violence. In June 2022 we published ‘Getting the message?’ , a6

blog setting out findings from an opinion poll conducted exclusively for this project, which
coincided with a BBC Panorama Documentary, ‘A Social Media Murder’, showcasing our poll
findings.

This report brings together insights from this second phase of research. As in the previous projects
in the ‘Drivers of Violence’ series, we have produced a set of evidence-informed and actionable
policy recommendations for decision-makers in government, policing, children’s services and, in
this case, the tech community.

We would like to acknowledge the support and assistance we received from DS Helen Bentley of
Thames Valley VRU, DCI Andy Howard of Thames Valley Constabulary and most importantly,
Amanda and Stuart, the parents of Olly Stephens, without whom this report would not have been
possible.

6 Caluori, J & Olajide, P. (2022) Getting the message? What adults think about the use by children of
end-to-end encryption

5 Caluori, J & Olajide, P. (2022) Drill down: Drill music, social media and serious youth violence

4 Redgrave, H. (2021) Serious Violence - will government policy be enough?

3 Kincaid, S et al. (2021) Violence and Vulnerability

2 Redgrave, H et al. (2020) Understanding what is driving serious violence: drugs

1 Kincaid, S et al. (2019) Serious violence in context: understanding the scale and nature of serious violence
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Introduction

Generations apart

The use of social media among children and young people has grown at a startling pace.
Smartphone ownership is virtually universal for children aged eleven and older and social media
use is pervasive, with messages constantly available through personal devices; it’s a constant
presence, seemingly never ‘off’. Social media platforms such as Instagram and Snapchat are now
an integral part of the social lives of children in the UK and the amount of time young people spend
interacting on social media has reached the point that young people often refer to events which
happened in the real world or on social media platforms interchangeably.

The pace of this change is a cause of anxiety in the adult world, among parents and carers and
also for professionals working with children. Patterns of social media use among adults are likely to
be very different from those of children and young people. As a result, when harmful behaviours
migrate from the real world into the virtual world which young people increasingly inhabit, parents
and professionals have been slow to develop a response. A knowledge and skills gap between
adults and children presents a significant risk for the Government’s violence reduction policy
programme. How should a public health approach to violence reduction be adapted so it is
effective when violence incubates within social media platforms, unseen by adults?

Social media and violence reduction

The 2018 Home Office ‘Serious Violence Strategy’ says social media is used to promote gang
culture, taunt others and incite violence. This is a narrow reading of the relationship between social
media and violence, but it accepts there is likely to be a causal relationship in some instances.
Nonetheless, social media is largely absent from the Government’s violence response. Official
guidance for local areas for the new serious violence duty, introduced in the Police, Crime,
Sentencing and Courts Act 2022, does not contain any references to social media or mobile
communications technology . Likewise, the Home Office’s interim guidance for violence reduction7

units (VRUs) does not reference social media. VRUs are not funded by the Home Office to employ
digital analysts to address social media as a driver of violence.

The objective of this project is to add to the evidence base on social media as a driver of violence.
Policy makers can then design and implement policies which are evidence informed rather than a
knee-jerk reaction to the uncertainty and fear social media often provokes among parents and
professionals.

Visiting Neverland

Applying the principles and behaviours we would expect in relation to violence reduction,
safeguarding and child protection to the abstract, virtual world of social media is challenging,

7Home Office (2021) Serious Violence Duty: draft guidance for responsible authorities
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especially given the gap between how adults and children use social media. In the section of this
report which deals with the specifics of how social media settings function in relation to violence,
we use the analogy of a shopping centre called ‘Neverland’.  It is hugely attractive to young people,
enabling them to create together, hang out, shop, flirt and compete, but it is a cause of concern for
parents due to lax security, a lack of supervision and the presence of undesirables and
unscrupulous shopkeepers. This thought experiment allows us to apply the principles and
standards of behaviour we would rely on in a real life situation to the virtual world of social media -
and to identify where there are gaps, requiring us to develop new principles and standards.

Lessons from the radicalisation process

We have drawn on research into radicalisation to help us understand the relationship between
social media and violence.. The Individual Vulnerability, Exposure, Emergence (IVEE) framework was
developed by Bouhana & Wikstrom (2011) to explain the process of radicalisation. The IVEE
framework was developed specifically because of a lack of empirical evidence on radicalisation and
a poor understanding of how it developed. This makes the IVEE framework particularly relevant in
considering social media and violence, a topic on which published evidence is equally hard to
come by. A more detailed explanation of the IVEE model is available in the Annex.

In this report, we use the IVEE framework to show the causal mechanisms which can create an
‘individual vulnerability’ to developing a propensity for violence, the ‘emergence’ of places (in this
case, digital places) that allow violence to go unchallenged (or not challenged sufficiently) and the
‘exposure’ of vulnerable individuals to violent settings. Given the importance of the
individual/environment interaction, we have used the IVEE framework to structure our findings
around two specific targets: people, and places; identifying potential causal links between the use
of social media and serious youth violence. This approach enables us to identify possible
interventions and propose workable solutions.

Zooming out

The relationship between social media and serious youth violence is complex and multifactorial.
There is a limit to the ground we were able to cover in this project. There is a need for further
research on unexplored aspects of the use of social media by young people and the response of
the schools, police and the courts. This should include the views and attitudes of young people
and analysis of discussion around social media in court cases involving serious youth violence.

The focus of this report is to provide parents, practitioners and national decision makers with a
better understanding of how and why young people become vulnerable to involvement in serious
violence through their use of social media. There is an urgent need for a public debate on where
the balance of responsibilities should lie to keep children and young people safe when they use
social media. What are the roles and responsibilities of parents and carers, police forces, teachers,
the Government and tech companies themselves?
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Methods

The objectives of this project were to understand the drivers of violence in the use of social media
by children and identify gaps in the current response from statutory agencies, from Government
Ministers to classroom teachers. Just like preceding reports on drugs and violence and vulnerability
and violence, this project was designed with a sharp focus on public policy with the goal of making
evidence-informed, actionable recommendations.

In order to meet these objectives, our research methods were selected primarily to gain insights
from adults working with children day to day as well as parents and carers. Given the paucity of
existing evidence on the views and experiences of young people on this topic, conducting research
directly with young people on the relationship between social media and violence is important, but
that is not the focus of this project.

Given the lack of previous empirical research on this topic and the difficulties inherent in accessing
information and evidence from police forces and children’s services in local councils, let alone tech
companies themselves, we used a variety of data sources throughout this project.

Phase 1: Scoping
● Literature and evidence review
● Thematic analysis of lyrics from 50 drill songs, publicly available online. This was

carried out to understand the main themes within the genre, beyond a sole focus on
connections to serious youth violence. The primary research was conducted alongside
in-depth research into the trap, road rap, grime and gangsta rap genres.

● Analysis of homicide reviews and court-related news stories that are relevant to
digitally-enabled violence to understand how these processes understand and learn
lessons related to social media and technology enabling violence.

Phase 2: Deep Dive

We focused on the case of Olly Stephens, a teenage boy stabbed to death by three young people
known to him. This is a single case and it is right to be cautious about generalising, but it is worthy
of study. The case is unusual, in that social media pervades every aspect; the motive for the attack
was a social media post, the attack was organised and planned on social media and the Crown’s
case at trial was built around the use of digital evidence from the use of social media by a group of
children. This evidence included text, images, audio and video content which the perpetrators had
incorrectly believed to be safe from the eyes of the police after deleting content and apps from their
devices. This trial is likely to be used as a template by police forces for similar cases in the future.
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Our approach:

● Digital evidence review from the devices and social media accounts of the victim,
perpetrators and others within their peer group over the period leading up to and
immediately after the attack.

● Interview with Olly Stephens’ parents. Insights from this interview were used to guide
our team in drafting discussion guides for focus groups with parents and drafting the survey
for our poll.

● Focus groups with parents who live in Reading, where the attack Olly took place; two
focus groups with parents of children aged 11-16 (i.e. secondary school age), two with
parents of children aged between 7-11 years old (primary school age/ ‘juniors’)

● Focus group with youth offender service workers in the local authority area where the
attack took place.

● Interviews with school staff working in primary and secondary education, ranging from
senior leaders to support staff, to understand their experience of violence among young
people and the processes they have in place to prevent and manage conflict.

Phase 3: national policy context

● Opinion poll, surveying a nationally representative sample of 1,001 adults in the UK
exploring the general population's perceptions and opinions of social media use among
children, their understanding of end-to-end encryption, and how parents approach online
safety for their children.

● Interviews with police officers to understand what they are doing to prevent and disrupt
violence through digital monitoring and content scraping and redaction.
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Executive summary

In recent years there has been substantial research, policy development and investment in violence
reduction, predominantly driven by the Home Office. Children’s services are embracing a new
emphasis on extra-familial harm, vulnerable adolescents and contextual safeguarding. Yet the
social media spaces where young people spend increasing amounts of their time have escaped
detailed scrutiny and continue to enjoy a permissive legal and regulatory environment. We found
that:

There is a collective blindspot around the relationship between social media and serious
youth violence.

● Understanding of the relationship between social media and serious violence is narrowly
restricted to research on urban gangs, with little focus on the wider population.

● Agencies responsible for safeguarding, child protection and violence reduction have not set
clear guidelines for how professionals such as teachers or social workers should engage
with social media as a cause of violence within either prevention or disruption.

● The legal and regulatory environment for the use of social media by children is not fit for
purpose. Social media platforms fail to protect children from exposure to violent content
and harmful patterns of use.

When vulnerable young people repeatedly participate in potentially harmful online
spaces it creates the conditions which can cause involvement in serious youth violence

● Social media content can drive violence. Young people are routinely exposed to videos of
violent acts and adverts for weapons which they would not be legally able to buy.

● Children with known vulnerabilities are more susceptible to accepting arguments for
violence, yet their social media lives attract little scrutiny.

● Social media can amplify conflict and accelerate its route towards violence. Large
audiences of apathetic online bystanders can create a ‘point of no return’ for young people.

The sheer scale and rapid pace of development of social media defy attempts by adults
to protect children from serious violence.

● The range of apps and constant technological innovation make it difficult to create hard and
fast rules which apply to all social media platforms

● Parents, carers, practitioners and social media companies do not pay close enough
attention to the use of social media by children and frequently fail to consider the impact
that it may be having

● Responsibility for regulating social media spaces is distributed across a number of different
agencies increasing the complexity of online safeguarding .
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Recommendations

We have divided our recommendations into three categories; (i) Prevention: reducing individual
vulnerability, (ii) Disruption: interventions in social media spaces and (iii) Regulation: setting a new
legal framework for safeguarding within social media.

Prevention:

● Roll out ‘online active bystander’ training for children, delivered through personal,
social, health and economic (PSHE) lessons, from key stage 3 (years 7 - 9).

● Set up ‘digital safer schools teams’ led by police officers to deter children from harmful
uses of social media.

● Launch a public information campaign offering advice on healthy and unhealthy
patterns of social media use and helping to establish new social norms.

● Update ‘Working Together to Safeguard Children’ guidance with social media use
included as a risk factor and advice for professionals such as social workers on how to
engage young people through social media.

Disruption:

● Make age verification compulsory for social media companies through a
standardised national system, so that it is harder for children to view harmful material

● Introduce online conflict resolution training for people who work with children,
co-ordinated by local safeguarding children partnerships, with annual figures published

● Encourage investment in ‘behavioural nudges’ where social media companies use
artificial intelligence to identify, slow down and prevent access to harmful material and
interactions. Measures could include ‘soft-blocking’ groups and individuals, increasing ‘lag’
time between messages and removing privileges from users who incite conflict.

Regulation (relating to the Online Safety Bill):

● Introduce a ‘five star’ rating scale for social media platforms to indicate how safe they
are for children. Compiled by the communications watchdog, OFCOM, it would help
parents and carers make informed decisions.

● Establish an ‘OFCOM alerts’ mechanism so parents, carers and practitioners can
be warned about threats on social media platforms from systemic failures or individual
security breaches.

● Classify as ‘harmful content’ material shared in end-to-end encrypted messages
involving a child and subject it to regulation by OFCOM.

● Expand serious case reviews into the death of, or serious harm caused to, a child so
reviewers routinely examine the use of a victim’s social media accounts, with technology
firms required to provide access.
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1. Our collective social media blind spot

In this chapter we summarise the main views and perspectives in recent publications about the
relationship between social media and serious youth violence. We also examine the current public
policy context for violence reduction and safeguarding.

Defining our terms: social media and youth violence

First, what do we mean when we talk about both ‘youth violence’ and ‘social media’? We define
‘youth violence’, as instances of physical violence which involve or occur between individuals aged
under 25. Although the Office for National Statistics (ONS) concentrates on children aged between
12 and 17 when reporting youth justice statistics, we have chosen to widen our focus to capture a
more representative picture of victims and perpetrators of serious youth violence.

● The average age of gang members is 21,
● The typical age range of those involved in knife crime is 13-24

This age group also has the highest rates of social media use.

● 16–24-year-olds and 25–34-year-olds were the most likely to have used social media sites
or apps within the previous week .8

● 87% of 12-15 year olds report using social media via websites or apps9

● Virtually all 12-15 year olds  (99%) report using video sharing portals (i.e. YouTube,
SnapChat, TikTok)

When people think about social media, most probably imagine content being shared across
networks of people, Tweeting or sharing something with a closed group of friends and family on
Facebook or Instagram. However, for reasons that will become clear, our definition of ‘social media’
incorporates messaging platforms that allow group-based communication, even if communication
is primarily one-to-one. This includes platforms such as Facebook, Instagram  and Snapchat, as
well as messaging apps like WhatsApp, Signal and Telegram.

9 Ofcom. (2021) Children and parents: media use and attitudes report 2020/21

8 Retrieved from
https://www.statista.com/statistics/506329/looking-at-social-media-sites-or-apps-in-the-united-kingdom-uk-
by-age-group/
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Understanding of the relationship between social media and violence is restricted to
research on urban gangs, with little focus on the wider population

There is a growing amount of evidence about cyber-enabled and cyber-dependent crime,
particularly cyber-stalking, cyber-harassment, radicalisation and the use of technology in controlling
and coercive relationships. However, evidence about the relationship between social media and
violence is narrowly focused on the use of social media by gangs and organised criminal groups to
posture, threaten and respond to one another and improve their ‘brand’. But do these findings
apply to the wider population of young people?

Previous research reports carried out by Crest Advisory on the drivers of violence found that social
media is increasingly used by gangs and organised criminal groups (OCGs) in their illegal pursuits,
particularly to exploit vulnerable young people . Our analysis found that the number of child-drug10

arrests is rising, indicating that there has been an increase in the involvement of children in criminal
activity which is linked to violence . Although official statistics show a long-term decline in the11

proportion of people who have been victims of crime, rates of high-harm and less frequent crimes
such as homicides, knife crime, gun crime and robbery are rising. This is also the case with youth
violence; in the last five years, there has been an increase in the number of children under the age
of 19 being treated in hospital for stab wounds, as well as a significant spike in the number of
homicide victims aged 18-24 killed by a sharp instrument .12

One of the defining features of social media is the ability to communicate easily with a wide
audience; a feature which has not been overlooked by criminal groups. Our previous research tells
us that social media plays a number of instrumental roles in a range of criminal pursuits, especially
in the UK’s £9.4 billion market for illegal drugs . Research by the Home Office found strong13

evidence that gangs use social media to promote their businesses and criminal activity, as well as
for recruitment purposes .14

After the murder of 14-year-old Jaden Moodie in East London, Professor Andrew Whittaker of
London South Bank University was commissioned by Waltham Forest Safeguarding Board to
conduct a thematic review. In ‘From postcodes to profits’ Whittaker et al (2018), found that gangs
in Waltham Forest use social media for self promotion and to increase their drug sales .15

Whittaker also observed that the use of social media in the criminal world changes depending on
the age of the individual or the gang . An examination of the digital divide of street gangs showed16

that less established gangs and gang members, usually the younger ones, social media is central

16 Ibid

15 Whittaker, AJ et al. (2018) From Postcodes to Profits: How gangs have changed in Waltham Forest

14 Home Office. (2018) Serious Violence Strategy, April 2018

13 Black, C. (2020) Review of drugs: summary

12 Ibid.

11 Kincaid, S et al. (2021) Violence and Vulnerability

10 Redgrave, H et al. (2020) Understanding what is driving serious violence: drugs
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to building a reputation and gaining social status, which must be protected when threatened .  In a17

later study, Whittaker et al observe that the more junior gang members are more likely to be in
YouTube videos used to taunt other gangs, potentially resulting in violence . Older members and18

more established gangs have increasingly realised that content on more open social media
platforms such as Facebook and Instagram could be used as evidence against them. There are
numerous examples of prosecutors using the lyrics of drill artists as evidence of gang membership
and involvement in crimes. This is explored in research from Dr Owusu-Bempah looking at 3019

appeal judgments between 2005 to 2020. Owusu-Bempah noted a growing trend amongst
prosecutors, of “prosecuting rap” in court due to the moral panic surrounding drill music, and the
increased ease of access to lyrics and music videos through social media, YouTube and mobile
devices.

Whittaker also points to evidence of an increase in the use of end-to-end encrypted platforms such
as Snapchat, WhatsApp and Telegram as it is believed that these cannot be monitored by law
enforcement agencies . Youth workers and agencies working with vulnerable young people have20

explained how apps like Snapchat are increasingly used to recruit members because of the
disappearing messages function.

Social media as a direct cause of violence among gangs

In research into the social media use of gang-involved youth, Patton et al (2019) underscore the
importance of context, culture and nuance when interpreting social media communication .21

Coined ‘internet banging’, the promotion of gang affiliation, threatening others and taunting rivals is
best understood with awareness of the hyper-localised language being used. They categorise the
different forms of communication used between gang-related young people as follows:

● ‘venting’- content used to share emotion around an event,
● ‘posturing’- content which exaggerates,
● ‘dissing’- content which humiliates or degrades but stops short of inciting violence,
● ‘calling out’- content which seeks to instigate a violent response,
● ‘direct threat’- content which directly threatens violence.

21 Patton, D et al. (2019) When Twitter Fingers Turn to Trigger Fingers: a Qualitative Study of Social
Media-Related Gang Violence

20 Whittaker, A et al. (2020) No two gangs are alike: The digital divide in street gangs’ differential adaptations
to social media

19 Owusu-Bempah, A. (2021) Assize Seminars: Cutting Edge Criminal Law
Owusu-Bempah, A. (2021) Part of art or part of life? Rap lyrics in criminal trials

18 Whittaker, A et al. (2020) No two gangs are alike: The digital divide in street gangs’ differential adaptations
to social media

17 Whittaker, A et al. (2020) No two gangs are alike: The digital divide in street gangs’ differential adaptations
to social media
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Direct threats, defined as content with violent language that identifies specific individuals, locations
and groups, were considered the most likely form of communication to incite neighbourhood
violence’. Lauger et al (2020) expand on this using ‘strain theory’, arguing that strains - such as
belief in the ‘code of the street’ or levels of self-control - increase the likelihood of an online threat
resulting in real-world violence . 22

A similar categorisation of communication methods is replicated by Stuart (2019) in a study into
urban gang violence in the social media age . Stuart suggests that young people involved with23

gangs use social media to publicly demonstrate toughness, street masculinity and authenticity.
This, he argues, is achieved through three strategies: ‘cross referencing’, ‘calling bluffs’ and
‘catching lacking’. Cross referencing is the process of the writer referencing a previous post made
by their opponent to demonstrate inconsistencies. Linked to cross referencing is calling bluffs,
where a target’s capabilities are questioned. This is more likely to cause violence than cross
referencing, as to prove they are not bluffing about their violent capabilities the target must
convincingly demonstrate they are willing to engage in violence. ‘Catching lacking’ is yet more likely
to cause violence as it involves catching targets off-guard or stepping into rival territory and then
publicising it on social media to make them look weak. As it most likely involves some violence or
physical antagonism, this is the most likely form of communication to cause real-life violent
retaliation.

Underpinning the appetite for provocation and retaliation in gang-related youth is the importance of
identity and validation amongst peers. In a study into technologically facilitated gang violence,
Lauger et al (2020) found that, when compared to their non-gang peers, gang members will
perceive online threats to be more intense violations of social norms .24

 

Social media as an indirect cause of violence among gangs

Use of social media by gangs can also be considered as an indirect driver of violence. The
Government’s most recent serious violence strategy identified social media as a means by which
gangs could glamorise illegal activities, particularly the selling of drugs, and entice vulnerable young
people into criminality . This reflects Storrod and Densley’s findings from their 2017 study on street25

gangs, showing that gangs use social media for both expressive and instrumental purposes, the
latter including the recruitment of young people into drug running . Research by Irwin-Rogers26

shows how young people from deprived backgrounds are particularly vulnerable to this form of
social media marketing . This perspective is highly relevant to the next chapter on ‘Individual27

27 Irwin-Rogers, K. (2019) Illicit Drug Markets, Consumer Capitalism and the Rise of Social Media: A Toxic
Trap for Young People

26 Storrod M.L. & Densley, J. (2017) ‘Going Viral’ and ‘Going Country’: The Expressive and Instrumental
Activities of Street Gangs on Social Media

25 Home Office. (2018) Serious Violence Strategy, April 2018

24 Lauger, T.R et al. (2020) Social Media, Strain, and Technologically Facilitated Gang Violence

23 Stuart, F. (2020) Code of the Tweet: Urban Gang Violence in the Social Media Age

22 Lauger, T.R et al. (2020) Social Media, Strain, and Technologically Facilitated Gang Violence
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vulnerability’. Irwin-Rogers argues that in the context of socio-economic inequality and
‘hyper-competitive consumer capitalism’, gangs use social media to promote drug selling as a way
of acquiring material wealth quickly and avoiding the ‘humiliation of economic deprivation’.
Previously, this form of marketing and recruitment (or perhaps grooming) was usually restricted to
young people within a close physical proximity. Social media has broken this barrier, allowing the
gang to broadcast and recruit far more widely. 

Agencies responsible for safeguarding, child protection and violence reduction have not
engaged with social media

Given the narrow research evidence base and a lack of other sources of data, it is perhaps
unsurprising that Government policy on serious youth violence has little to say about the role of
social media in relation to violence among the wider population of children and young people. As a
consequence, despite the Home Office’s Serious Violence strategy (2018) stating there is strong
evidence that rival gangs use social media to promote gang culture, taunt each other and incite
violence, policies to address social media as a cause of violence are largely absent from its
approach to violence reduction. Below, we examine four components of the Government’s strategy
to prevent serious violence and combat extra-familial harm - harm outside the family home.

The Serious Violence Duty
The Police, Crime, Sentencing and Courts Act 2022 created a new legal duty on police, local
councils, fire and rescue authorities and health and criminal justice agencies to identify and publish
measures to collectively reduce violent crime. Schools, youth services and youth custody settings
could also be included in the plans. Under the legislation, which applies to England and Wales,
some agencies have powers to share relevant data and information; details about individual people
would not be included.

However, the official guidance explaining how the duty should operate in local areas contains no28

references to social media or mobile communications technology. Local areas will be free to
address the role of social media in their plans to tackle serious violence, but that will be hugely
challenging without robust data on the nature and extent of the risks caused by the harmful use of
social media.

Violence Reduction Units
The Home Office has committed £176.5 million over two years to address the drivers of serious
violence, including £70m for 20 multi-agency violence reduction units (VRUs) in England and Wales
with a three-year financial settlement. But, as with the Serious Violence Duty, the interim Home
Office guidance for VRUs does not reference social media . The VRUs are free to address social29

29 Home Office (2020) Violence Reduction Unit Interim Guidance

28Home Office (2021) Serious Violence Duty: draft guidance for responsible authorities
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media in their plans, but they are not resourced at a level which would allow them to employ digital
analysts to lead such work.

Project Alpha
The Home Office funds this project through the National Police Chiefs’ Council (NPCC), which aims
to tackle gang-related serious violence via the ‘Project Alpha Social Media Hub’. The facility is
hosted by the Metropolitan Police and operates in partnership with social media companies,
including Youtube, which is owned by Google. The aim of Project Alpha is to gather intelligence
from social media platforms about gang violence and serious and organised crime and provide a
shortcut for law enforcement to have harmful content removed.

Videos made by gangs, basic ‘bait’ videos and more sophisticated Grime, Drill and Trap music
videos, have been taken down. Before Project Alpha, the process for removing content was
tortuous and time consuming; it sometimes involved the FBI and on other occasions the National
Crime Agency, Regional Organised Crime Units and local police forces. The apparent success of
Alpha has convinced the Home Office to extend and increase funding, with further pilot schemes in
other police forces.

Working Together To Protect Children
‘Working Together’ sets out the Department for Education’s requirements for organisations30

involved in safeguarding, child protection and reviewing deaths in England. It applies mainly to local
councils, police and health agencies. But the updated document, issued in 2018, does not
mention social media or digital communications in terms of the risks they present or how social
workers and other practitioners should engage with children. In fact, social workers are often
discouraged from engaging with young people via social media for fear of crossing professional
boundaries.

When a review is conducted into the death of a young person, those carrying it out do not ask for
evidence of the child’s views as expressed through their social media accounts and rarely refer to
social media in their reports unless it is mentioned in the notes of practitioners involved in the case.
As a result, such reviews are limited to scrutinising interactions between child protection services,
the young person and their family. That leaves huge gaps in the ability of the child protection
system to learn from the deaths of children, where social media is an aggravating factor, and to
make recommendations.

The legal and regulatory environment for the use of social media by children is not fit for
purpose.

30 Department of Education. (2018) Working Together to Safeguard Children: A guide to inter-agency working
to safeguard and promote welfare of children
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There is currently no single regulator for social media companies. Regulatory functions are
distributed across a range of agencies from the Competition and Markets Authority to the
Advertising Standards Agency, the Information Commissioner and the Financial Conduct Authority.
Social media companies have been allowed to, in effect, set, enforce and evaluate their own rules
around the use of their sites by children and young people, yet they have failed to protect children
from exposure to violent content and harmful patterns of use. The regulator, OFCOM, might ask a
social media platform to remove harmful content .31

Where material is harmful but legal, social media platforms set their own age restrictions, terms and
conditions for users. The children’s charity, the NSPCC, has been a prominent voice in the
campaign to establish statutory regulations for social media companies to keep children safe online

, following work for the Carnegie Trust by Woods and Perrin (2019)32 33

In April 2019, three months before Prime Minister Theresa May resigned, the Government
published the Online Harms White Paper. It eventually led to the draft Online Safety Bill, which was
announced in the 2021 Queen’s Speech. One area of disagreement is whether ‘end to end
encryption’ technology - under which only devices sending and receiving messages can access
the contents - would be covered by the category of ‘harmful content’ and subject to regulation by
OFCOM in a newly expanded role. The then Home Secretary, Priti Patel , and the Metropolitan34

Police Commissioner at the time, Dame Cressida Dick , surprisingly took the decision to go public35

with concerns about the use of end-to-end encryption for purposes of child sexual abuse and
terrorism. No such concerns were raised regarding harmful uses of the technology in relation to
serious youth violence or criminal gangs.

The Bill made slow progress through Parliament; the Cabinet Minister responsible, the Secretary of
State for Digital Culture Media and Sport (DCMS), changed, with Oliver Dowden replaced by
Nadine Dorries. Due to the slow passage of the legislation and its potentially broad remit it became
something of a ‘Christmas Tree Bill’, as it was modified in response to a number of different political
issues. But there were no new measures to tackle the role of social media, particularly end-to-end
encrypted messaging. Now, with a new Prime Minister in place, and a new Culture Secretary,
Michelle Donelan, appointed, there have been further delays to a piece of legislation described as
‘urgent’ four years ago. When the Bill returns to Parliament, Ministers and MPs must ensure they
take note of the evidence which emerged after the tragic death of Olly Stephens. Messages sent
via end-to-end encrypted messaging apps caused the fatal attack; the technology enabled the
attack to be organised and coordinated by young people, some of whom had never met in real life.

35 Counter Terrorism Policing. (2021) Met commissioner calls for global coalition to tackle threat posed by
online platforms

34 The Telegraph. (2021) I call on the world’s tech giants, please don’t put profit before safety

33 Woods, L & Perrin, W. (2019) Internet Harm Reduction

32 NSPCC. (2019) Taming the Wild West Web: How to regulate social networks and keep children safe from
abuse

31 Woodhouse, J. (2022) Regulating online harms
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Olly

The Covid 19 lockdowns in 2020 are widely believed to have increased the amount of time children
spent on social media as they tried to maintain contact with friends and people of their own age.
OFCOM reported that without routine and structure, long periods were spent online, with36

two-thirds of children aged 8-15 saying they’d increased their use of social media sites or apps.
OFCOM said that as a result, online friendships were more normalised than before and it was more
common to have ‘online-only’ friends. But despite spending time socialising and being entertained
online, many children felt lonely or pessimistic about their situation. This is the context within which
the tragic case we consider throughout this report took place.

A SOCIAL MEDIA MURDER ?

One Sunday afternoon in January 2021, 13-year-old Olly Stephens left his home in Reading to
meet a female friend in a local park. Olly arrived to find his friend, who was also 13, with a small
group of teenagers, including two boys, aged 13 and 14.  It was an ambush. The two boys
attacked Olly, stabbing him to death. Later that night the girl and the two boys were arrested.

Their plan - to lure Olly to the park and confront him - had been hatched on social media; the girl
never met the two boys in person until an hour before the fatal confrontation. They had been in
group chats on SnapChat and sent each other private voice notes. They had talked on
HouseParty with other mutual friends. They had interacted on Whatsapp, Facebook, TikTok,
Zoom, FaceTime and several other apps. Their social interactions, public and private, and all their
communication had been online -  and Olly was often involved too. In the four days leading up to
the stabbing, nearly 2000 SnapChat voice notes had been sent between the four young people
involved.

The criminal trial was highly unusual. Although over 50 people witnessed the incident or the
events and interactions that led up to it, the prosecution called only four adults to give evidence,
primarily relying on the substantial volume of digital evidence. The two boys were found guilty of
murder and sentenced to serve at least 12 and 13 years in custody. The girl admitted
manslaughter and was given a sentence of three years and two months.  This tragic case which
shows how online networks and behaviour can lead to violence in the real world.

Summary

There is a significant gap in understanding non-gang related youth violence. Government policy is
geared fairly narrowly towards gangs when considering the relationship between social media and
youth violence, but our previous research has shown that weapon carrying is not restricted to
individuals in gangs.

36 Ofcom. (2021) Children and parents: media use and attitudes report 2020/21
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In the last 15 years, social media use has become embedded in our daily lives without a public
debate on the balance between privacy and protecting the vulnerable. Regulation of the way
children access and use social media by the companies that run the sites has failed - and there is
now a clear consensus among national leaders and campaign groups that regulation must be
placed on a robust statutory footing.

But legislative efforts continue to be dogged by drift and delay.  When the proposed legislation
returns to Parliament it must create a framework to enable those working with children to feel
confident in safeguarding them in online spaces as part of the violence reduction agenda.
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2. Individual Vulnerability - a causal mechanism for violence

‘A person is vulnerable if, as a result of their situation or circumstances, they are unable to
take care of or protect themselves or others from harm or exploitation’ - College of Policing

To understand the relationship between serious youth violence and social media we must consider
why some young people accept the use of violence against others as a legitimate option in certain
circumstances. In this chapter we consider the factors which create ‘Individual Vulnerability’: the
likelihood a young person’s behaviour can be influenced so they are willing to take part in an act of
violence.

Children with known vulnerabilities are susceptible to involvement in violence, yet their
social media lives attract little scrutiny.

The IVEE model describes two mechanisms through which Individual Vulnerability operates;

(i) Cognitive susceptibility to moral change: how easy is it to persuade them to change their opinion
on whether violence is right or wrong?

A previous paper on The Drivers of Violence identified factors which contribute to the vulnerability37

of young people to being involved in violence. These factors include childhood abuse and neglect,
poverty and deprivation, domestic violence within the family unit, educational exclusion and
substance abuse (both their own and that of parents/carers). Modelling conducted for that report
indicated that 213,000 children in England aged 11 to 17 are vulnerable to serious violence due to
deprivation and neighbourhood crime. These are the young people who under the IVEE model can
be considered as cognitively susceptible to moral change.

(ii) Susceptibility to being placed in a situation where they would have to make a choice. Do they
often find themselves in situations where harmful behaviour such as violence is discussed?

Vulnerable young people who are cognitively susceptible would be more easily influenced by
radicalising contexts, for example normalising retributive violence in response to social humiliation38

They are also less able to effectively exercise self-control in these situation. Bowles et.al’s research
into the IVEE model in the context of terrorism and radicalisation, highlights that “an individual’s39

susceptibility to selection is also a key component of their individual vulnerability, as an individual

39 Pepys, R et al. (2020) A Simulation Model of the Radicalisation Process Based on the IVEE Theoretical
Framework

38 Kincaid, S et al. (2021) Violence and Vulnerability

37 Kincaid, S et al. (2021) Violence and Vulnerability
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may be inherently persuadable, but if they never come into contact with a radicalising moral
context they will never develop the propensity to commit”.

By continually taking part in discussions on social media about ‘getting revenge against your
enemies’, young people who are susceptible to moral change are ‘self selecting’ through their
behaviour, heightening their vulnerability towards committing an offence by “causing them to
become exposed to radicalising settings”. If such vulnerable young people do not enter or40

participate in these social media spaces they may not develop the propensity to be involved in
violence against people their own age. That makes the ‘guardianship’ of social media spaces and
in particular their use by susceptible young people of vital importance. Unfortunately, our research
shows that achieving guardianship of this nature is virtually impossible for the responsible adults
involved in the lives of susceptible children.

Guardianship over digital spaces

Online harms are a high stakes issue for parents. According to our poll a worrying 43% said their
child had seen online content connected to bullying. Almost a third (31%) said their child had seen
content showing fights involving children; around one in five (19%) said that their child had seen
threats to beat up another child or content involving weapons such as knives (18%); 14% said their
child had seen content about gangs.

Just over half of parents (51%) said that they held the registration of their child’s device, with the
same proportion saying they had installed an app that allowed them to control their child’s access
to the web. Just under half (49%) said they manually check their child’s device, 39% said they take
away their child’s devices at certain times; 16% said they turn off the home wifi to prevent web
access. However, even parents who say children should not be able to use end-to-end encrypted
messaging - the technology used by the children involved in Olly Stephens’ murder - are apparently
unable to stop their own child from doing so: 53% of parents in this category report that their
children use apps which offer end-to-end encrypted messaging.

In our research, practitioners, stakeholders and parents said they felt overwhelmed and were
unable to protect children in the digital space.

“I need help with protecting them. Because I can't do everything.” - Parent of
primary school child

40 Pepys, R et al. (2020) A Simulation Model of the Radicalisation Process Based on the IVEE Theoretical
Framework

23

https://discovery.ucl.ac.uk/id/eprint/10100552/
https://discovery.ucl.ac.uk/id/eprint/10100552/


“It's only gonna get worse. Like social media. And all of this is only gonna get
worse.” - Parent of secondary school child

“The thing that we have is that parents don't understand what their children are
being exposed to. So the parents that I spoke to, were, some were shocked in the
respect of ‘what, I didn't know anything about this, didn't know the game, or
whatever it was just, it was just a game that he came home from school saying
that he's all his mates for playing and I let them do that’. And so that was sort of a
situation where you have to perhaps open up the parents' eyes.” - Education
Stakeholder

Guardianship - safeguarding children in online platforms - poses significant challenges for adults.
The sheer size of a social media platform’s audience makes it almost impossible to know with
certainty who young people interact with and whether those people are who they say they are.
New functions, such as disappearing messages, ‘live’ feeds and end-to-end encryption are added
to existing apps without parents or carers being warned. A steady stream of new social media
apps are made available to young people, often with lower thresholds for security and restrictions
for users, in order to rapidly build up a base of regular users.

Even artificial intelligence-powered moderation will struggle to identify words, phrases and images
which may flag harmful content for removal, due to an array of local dialects. Euphemisms and
code words are another barrier; they are frequently used to hide meanings, prevent content from
being deleted and stop accounts from being suspended or banned.

Where social media platforms do intervene, and intervention occurs before a conflict escalates,
some scenarios will remain undetected - for example as groups of young people transfer
conversations seamlessly between apps, as happened before the murder of Olly Stephens.

“It’s not possible to 100% supervise, I’ll be honest” - Parent of child in primary

“You can't physically control the device anymore. So it'll have to be behaviours,
and then, you know, limiting it with controls and monitoring.” - Parent of primary
school child

In our focus groups, when we asked the parents of primary school children how they would resolve
conflicts between their child, classmates and friends, they said they could speak to the teacher or
other parents in social media messaging groups or at the school gate. But when asked whether
they would still trust that approach when their child was at secondary school, with 180 to 240
children in their year rather than 30 to 60 at primary school, their confidence drained.
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Social media: amplifying, accelerating and escalating conflicts towards violence?

Practitioners described how conflicts between children and young people no longer end with the
school day but continue online in front of an audience of passive digital bystanders. Online conflicts
escalate at faster rates due to how freely messages are exchanged and content shared on and
between social media platforms.

The presence of digital spectators, bystanders or other third parties was seen to contribute to the
escalation of conflict by broadcasting acts of humiliation. That increased the social pressure for a
young person to restore their reputation through retribution or revenge. Intervening to de-escalate
or flag issues with adults who could help is seen as taboo - ‘snitching’. Young people online are
cast either as passive spectators, provocateurs or active participants.

Equally, online conflicts were described as offering little room for arguments to peter out naturally.
Rather than dying down over time or with distance, as you might have expected in a pre-social
media world, the end of the school day or week builds anticipation of what might follow when the
individuals in conflict do eventually encounter each other face-to-face. There is an expectation that
threats made online should be followed through in person. If a young person who has threatened
someone else online does nothing when the opportunity arises, then the original humiliation is
compounded with the fear that they’re social status will slide as they’re labelled someone who is
‘all talk’. Fig 2 (below) is a visualisation of this cycle.

Figure 2: Vulnerability to violence model
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Ease of escalation
Conflict, arguments and disagreements between people, particularly young people, are part of life.
However, the spread of conflict from physical to digital spaces heightens the individual
vulnerabilities of the young people involved by making it far easier for a situation to escalate. That is
because digital platforms provide avenues through which it is both easier for users to be offensive
towards others, or to be offended by others. The lack of face-to-face contact online increases the
propensity to engage in harmful discourse as it is easier for individuals to make potentially
inflammatory or offensive comments when they don’t experience the emotional, psychological or
physical reactions of their victim.

“I think kids are saying things online that they would never say face to face.”
- Education stakeholder

A lack of contextual information which would be present in a real life situation, such as tone of
voice or body language, can trigger conflicts between individuals through misunderstandings.

“And you don't get those social cues of someone joking. Is someone smiling
when they're saying it? Is it a threat? Are they having a laugh?” - Education
Stakeholder
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Amplification: the influence of apathetic bystanders
Social media amplifies the public nature of conflict among young people and normalises a digitally
apathetic, spectator culture in which online arguments or fights are viewed as entertainment.
Parents and practitioners told us that when conflicts feature an online element, particularly through
social media, young people feel that there is a greater risk to their reputation or pride, as the
greater audience size ramps up peer pressure, possibly to the point of no return.

“Somebody's saying something negative about somebody else online, and then
ends up in … put your money where your mouth is” - YOT worker

“Once you've got a photo of that you've sent to someone who thought only they
were going to look at it. And that's shared with the whole school, that's never
gonna go away, you're never going to live that down, that's always got, you're
going to be remembered for it. And then it could be one silly mistake, you get
caught up in the moment, you know, and then that's it.” - Parent of secondary
school child

“You also get other kids who are then just stirring the problem. Who wants to
think that it's, it's funny to wind somebody else up … it's almost become sort of
entertainment for them. It's almost like the bystander sort of scenario of someone
standing around laughing at two other people having an argument.” -  Education
Stakeholder

The public nature of events and exchanges online heightens the anxieties surrounding conflict; fear
of embarrassment, humiliation and a loss of social standing. That places pressure on young people
to escalate conflicts by carrying out acts of reputational or retributive violence to maintain their
social legitimacy among friends and other people their own age.

“And that was quite a normal thing within his peer group is that if something
happens on social media, it gets dealt with in real life.” - YOT worker

“They might not have known each other particularly well or been particularly good
friends but they might have been acquaintances. [...] We do see quite a lot of
fights that break out because of something somebody has actually said on social
media, so it’s beef between girls, I think that seems to be particularly bad.” - YOS
worker

This touches on the role of ‘digital bystanders’. They create and escalate pressures felt by young
people online by sharing videos, joining in with the abuse and anonymous harassment or, in some
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cases, taking part in physical conflicts as retribution for a "friend" or to affirm their collective
identity. The pressure is such that when individuals involved in a dispute meet again in public,
something must happen to validate their claims online or to make up for any reputational
humiliation. This expectation of real-world retribution was described as the norm by practitioners.

“I think that sometimes there's almost like an element of showing off, not wanting
to sort of lose face in the group.” - Education Stakeholder

Stakeholders pointed out that online behaviour made it difficult to resolve arguments that started in
the ‘real’ world:

“If we went back, even 10 years, if we had an argument in the school, it would die
down over the night. And you'd come in the next day, and things had settled a
little bit. And you could sort of go in and get the two people together, and actually
work on that problem and resolve it. Now, what we're seeing is incidents in school
are just escalated outside of school because of social media. And you come in
the next day, and it's just developed beyond what you can imagine.” - Education
stakeholder

Previously, the end of the school day, holidays and temporary exclusions would be points where
conflicts would start to fade, due to a lack of contact between the individuals involved; there might
also be opportunities for mediation. But social media was viewed as having changed the norms
and nature of conflict, heightening young people’s vulnerability.

Those working in education said conflicts continued after school and through the night because of
social media; other people became aware of, or got involved in, what was going on. Traditional
ways to defuse tension and prevent conflict, such as keeping individuals apart, didn’t work.

“So we've got one young person who is currently locked up. Who actually
managed to get hold of social media. And that actually sent stuff out from being
locked up. And these were these young people who used to just get up in
everybody else's business. So you know, he'd have, you'd have some friends or
something like that, and they'd have beef and he would feel the need to get
involved in that. And, and then to make threats and actually try and follow
through.” - YOT worker

To help resolve online conflicts there should be an evaluation of the skills adults working with
groups of children need, with the findings providing a framework for teachers - highlighting what
works.
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Retributive violence
Retributive violence, where individuals and groups seek revenge on others for slights, whether
online or in real life, can lead to a cycle of heightened harm and risk for the young people involved.
As we have described, this often comes after growing pressure placed on young people to restore
damage to their reputation or to follow through with threats made online.

“So almost one, upmanship off, they've said something, you have to say
something back, otherwise, you'd look weak in front of your peers and things like
that.” - Education Stakeholder

“Something will happen today. But then something will happen tomorrow. And
something will happen the next day. Social media fuels that because three or four
boys have a fight and one boy comes off worse. It'll all be going around. You
know, social media. Yeah. So he'll now feel even more pressure.” - Parent of child
in secondary school

The person carrying out the retributive act of violence may not necessarily be directly related to the
initial conflict. Here, collective reputation - of a school, friendship group, local area affiliations, gang
- can play a part; the harm to an individual’s reputation may be perceived as affecting the group. In
addition, online platforms offer the opportunity for interactions with anonymous individuals or
people the young person may be unfamiliar with, such as a “friend of a friend”.

“When I spoken to young people, and they've had random people that they don't
know, like add them on social media, a lot of them think that's quite normal, and
that they were just engaged with them like ‘oh, I don't know who they are exactly,
but I'm pretty sure they're from the area’ and they will still engage with them.” -
YOS worker

This opens up the possibility of conflict between individuals who do not know each other in a real
world setting; anonymous bystanders may stir the pot, to escalate conflict; and the perceived cost
of a social “wrong” is heightened because of the number of people watching what is going on.

Snitching and self-snitching
Although these conflicts are in public, they appear to take place in an environment where
“snitching” - informing the authorities, education staff or parents - is taboo and opens up the
prospect of a backlash from peers. That’s despite the fact that the likelihood of being identified as a
‘snitch’ is lower online than in a real life situation, as there are many more digital bystanders who
could be suspected of snitching..
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“What’s going to happen to him, now he’s going to be known as the grass?” -
Parent of child in secondary school

“My generation didn’t grass and so it is kind of weird trying to explain to
somebody that you probably should tell someone.” - Parent of child in secondary
school

However, “self-snitching” is more prevalent. This is where individuals directly or indirectly involved in
arguments share evidence to validate their own social standing. Practitioners also told us that
accounts existed solely to spread clips and details of conflicts, fights and humiliating content -
accounts with followers outside of the year group or school.

“What one of my young people did … he was involved in a fight, which then there
was a video that then got shared around, but he was saying that there's like
Snapchat accounts and Instagram accounts [...] just for fights, and then they'll
post the fights and the fights will then go viral. And yeah, there's nothing that they
can do about it.” - YOT Worker

It means that when conflict does occur, footage, messages and evidence of discontent are quickly
posted and circulated online, raising the stakes and having a potentially lasting and significant
impact upon the reputation of those involved.

Summary

Children and young people can become vulnerable to involvement in violence through their use of
social media. If they have experienced vulnerabilities in childhood, for example experiencing
domestic violence or other forms of abuse and neglect, young people are more susceptible to
accepting arguments for violence within peer groups. They are also more likely to find themselves
in situations and digital spaces in which the choice to participate in violence or not is a live issue, to
get revenge for a perceived slight or humiliation. An online culture of spectatorship amongst young
people using social media means that interactions that might otherwise have been viewed as
harmless, escalate into violence.

This is significant for applying a ‘public health model’ of violence reduction to social media. A young
person who has the misfortune to experience a range of individual vulnerabilities will not necessarily
become involved in serious violence - in fact the vast majority do not. It is the interplay between
their susceptibility exposure through being present in places both online and offline, through which
young people are exposed to harmful situations. In the next chapter we consider these spaces as
sites of ‘exposure’ and ‘emergence’ for young people experiencing serious violence.
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3. Digital spaces: Exposure and Emergence

Children and young people do not decide that violence is the best course of action in a vacuum, so
it’s important to understand how they are exposed to settings that promote violence and how
those settings emerge. In a recent Crest survey of 13 to 17 year olds across England and Wales,
52% said they believed social media is either a major factor or the most important factor influencing
why some young people commit acts of violence. That compares to 35% for video games, 33% for
films and TV shows, and 26% for music.

In this chapter we describe the features of online spaces and consider how individuals become
exposed to potentially criminogenic settings online.

Figure 3: Exposure and Emergence model applied to digital spaces

Welcome to Neverland

Explaining new technologies such as social media through analogies helps us to understand how
situations we can relate to in the real world might apply in the digital space. It also allows us to
apply the principles and standards of behaviour we would rely on in a real life situation to the virtual
world of social media - and to identify where it is not possible and develop new principles.

Welcome then, to ‘Neverland’, a new shopping centre which has opened near your
neighbourhood. Young people are excited to visit the shops, amusements and attractions.  They
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visit whenever they can to meet up and hang out, shop, flirt, compete or create. Shopping centres
are not inherently dangerous places and young people visit frequently without experiencing any
form of harm. However, a space for lots of young people to meet and interact, some of whom
already know each other, some of whom are strangers, can become the setting for conflict and
violence. Parents are concerned about poor security, rumours of undesirable people hanging
around there, unscrupulous shopkeepers and a lack of supervision.

There are three key areas where the Neverland shopping centre analogy helps us understand the
issues in the digital world: (i) gatekeeping access to spaces young people want to go to; (ii) the
breadth of choice young people have once online, and (iii) the questions over who holds
responsibility for their safety.

Gatekeepers of Neverland

Within our digital ‘shopping centre’ there are a wide range of different stores, some of which are
appropriate for younger people, some not, and others in an ambiguous middle ground. To prevent
trouble, the larger and more popular stores hire their own security guards, to check who is going in
and out and to monitor what happens inside. However, these guards can only monitor their
individual stores; they can’t control who has access to the digital shopping centre as a whole and
who is online, exploring the digital space.

In theory, parents have the power to do the gatekeeping role, monitoring their children’s behaviour
online, ensuring that they only enter appropriate places, behave appropriately or restrict access
where needed. But, like the Neverland shopping centre, if parents or carers are not physically
present, their rules are, in effect, no more than just advice.

If parents ban their children visiting our Neverland shopping centre, they risk their child being
ostracised from people their own age, weakening friendships and lowering their social status,
leading to a very unhappy child.

“Kids are mean nowadays. So if they go to school, and they don't have a phone,
or they don't know how to use one, and there's potential for that negative impact,
as well as having a phone and having a negative impact. You kind of have to let
them be part of the group.” - Parent of child in primary school

Indeed, parents raised concerns about whether this was in the best interests of their children and if
they had the knowledge of online platforms to keep their children safe. Once young people have
personal access to the internet and online spaces, it becomes increasingly difficult to restrict what
they can and can’t access. Education experts told us young people arrived at school with
significant levels of anxiety after being excluded (either by their parents or other children) from
group chats or from gaming online with friends.
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“That’s an anxiety building thing isn’t it? You know, if you’re part of that ground
and you can see what people are saying that’s raising different emotions and
feelings to how you feel if you’re constantly guessing and worrying about what
they might be saying about me, what they might do. That’s a whole different set
of feelings and emotions.” - Education Stakeholder

“If I thought possibly 29 other people were laughing at me, were joking about me,
were being horrible about me, and then I had to walk in through a door in the
morning and face that - the impact on that child’s mental health and self
esteem…irreversible.” - Education Stakeholder

“It can lead to depression and real emotional issues for some of these [young
people]. I was dealing with a group of girls in Year 6 and because they had a fall
out over something, they’d been blocked or whatever the case may be, that had
had an impact on that particular child who had been blocked.” - Education
Stakeholder

There will always be a tension between regulating access to technology and social pressure on
young people to be online almost all the time - pressure that is increasingly being felt by younger
age groups. The pressure puts parents in a challenging position: they have to decide whether or
not to allow their children into online spaces but often lack the knowledge to make an informed
decision.

A lack of social norms undermines rules to encourage healthy social media habits
At present, there are few shared social norms around technology which parents could teach their
children. In our focus groups, parents acknowledged issues with their use of social media and the
effect this might have on their children.  Parents use smartphones and tablets to unwind due to
work pressures, domestic chores and caring responsibilities. Parents and carers sometimes use
phones at the dinner table, in bed, or for extended periods at evenings and weekends. Parents,
therefore, end up modelling behaviour which they do not wish their children to copy.

“Give yourself a break, like being a parent is really hard work. So like, we use the
iPad when we want an easy life because we’re a person too- we have to
function.” - Parent of primary school child
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There could, and should, be constructive and open dialogue between parents and children on
what good digital behaviour is like and where the boundaries lie. And, if the Government views
social media use as a public health issue then it should introduce public information campaigns
similar to those for road safety, alcohol consumption, smoking and healthy eating. Such advice is
currently absent.

Teachers and education staff act as another gatekeeper to digital spaces, but in a slightly different
way from parents. Many of them work in schools where pupils are banned from using mobile
phones during the school day.

But in our research, teachers – including those in primary schools - described the problems they
had in dealing with children who used phones in class. While some schools have policies in place,
there is a lack of clear guidance on how best to prevent and manage the distraction of phones and
the disruption it causes. Teachers said new issues were constantly appearing. In one case,
students began daring each other to film their teacher in an unflattering pose and post the images
on a public social media channel. Managing the behaviour as it spread across the school
consumed significant amounts of time, as teachers lacked guidance on how it could be stopped. It
raises questions about how teaching staff would tackle more harmful content which would require
a faster response.

“The majority of [my school’s] children have either got access to a mobile phone,
whether it's their mobile phone, or it's their mums, or dads phone they give them
you know. I've got toddlers arriving in pushchairs, on the way to school with a
mobile phone in their hand.” -  Education Stakeholder

Although the Department for Education says it is working on producing guidance for schools on41

these problems the current advice is limited to three sentences that highlight the complexity of
managing risks.42

The breadth of apps makes it impossible to create hard and fast rules

Just as our Neverland shopping centre has many different shops, restaurants and entertainment
venues, so the online world offers young people a wide range of platforms and apps. It is
impossible for parents and carers to audit their children’s use of such online sites because there
are so many and because they change and develop. The results of our poll showed that parents43

are at least aware that their children use multiple platforms with varying levels of popularity and that
there is no primary platform for communication. Whatsapp, TikTok, Instagram, Snapchat or
Facebook/Messenger were all reportedly being used by at least one child in 40% of the families

43 Fieldwork was conducted from the 4th to 9th of March 2022 with a sample of 1,011 participants

42 Department of Education (2022) Behaviour in schools: Advice for headteachers and school staff, page 35

41 The Education Hub, Department of Education (2022) Mobile phones in school
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surveyed. That is line our discussions with education professionals; teachers in different schools
highlighted different dominant apps within their age groups and substantial differences between
each year.

“You do get things on Tiktok where somebody says ‘oh, they posted a video and
they were obviously meaning me when they were talking about this’ or someone
will just post a Tiktok saying ‘you can’t trust your friends anymore’ and then
somebody takes that to heart and then that causes an argument. But most
groups that’s probably done on Instagram or Snapchat.” -  Education Stakeholder

“It’s mainly like TikTok, some of the older ones that I've dealt with in previous
schools would lie about their date of birth, so that they would get Facebook
accounts and things like that. Instagram is not so much because it's more linked
to photos and things like that. And I don't actually think that that's that popular
with [primary] school aged children.” - Education Stakeholder

11 apps used by the four young people to communicate with each other in the
two weeks leading up to the stabbing of Olly Stephens, including
SnapChat, Instagram, Whatsapp, HouseParty, Facebook, YOLO, Tiktok,
Zoom, and FaceTime.

The dynamic nature of the digital ecosystem makes it harder to know what is and isn’t safe, for
example, when a new game becomes popular or young people start using a new messaging app.
Thinking of our Neverland shopping centre, it would be like having to decide if a child is allowed in
when the shops change on a daily basis.

“Some parents won't necessarily know how much their child is using social media
or they won't necessarily know what apps they're using, or how long they're using
our iPads sometimes where there might, especially during lockdown, where some
of our young people will spend a long time like in their room and stuff like that
parents won't necessarily know what they're doing.” - YOS Worker

Overall, parents of young children are much more supportive of their children playing games online
than using social media. 38% agreed that the benefits of 5-7 year olds playing games outweighed
the risks, compared to 26% who disagreed. In contrast, only 18% believed the benefits outweigh
the risks of social media and messaging, compared to 52% who disagree. However, online games
and social media interactions cannot always be easily distinguished. If young people are playing
games online with their friends - where they can chat and socialise as well - then the distinction
between that and chatting on a messaging app are less clear.
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Even where those responsible are aware of what apps, games and platforms young people are
using, it does not mean they know what the risks are and how to limit the dangers. To return to the
shopping centre analogy, if young people are banned from one shop they can simply go straight to
the next one along. That is easier to do online, where there could be tens, if not hundreds, of
alternatives for them to move to.

Both parents and schools would benefit significantly if there were a guide available on the most
popular apps and platforms being used by children, so that they could make better informed
decisions of what is and isn’t acceptable for young people.

“I think it's a challenge as a parent and as a teacher to keep up with all of those
things, because … I don't have that time.” - Education Stakeholder

“They need to have a knowledge about the games that the children are
accessing, all the social media sites and the ages, the limitations, you know, are
they for 14 year olds and so on and so forth.” - Educational Stakeholder

Who is responsible for protecting children and young people visiting Neverland

A young person visiting our Neverland shopping centre may encounter a security guard or meet
the staff who work in each shop. There may be police officers patrolling through the area and they
might spot the CCTV. They might be at the centre with their parents or see other shoppers there.
To varying degrees, these adults all have some level of visibility and responsibility for the safety of
the young person.

The online space is different. There is a lack of consensus as to who is responsible for protecting
young people online generally and on social media specifically. This is reflected in the fact that
responsibility for regulating social media is currently distributed across multiple agencies largely
allowing social media companies to self-police harmful content and behaviours. The absence of
one agency or authority, able to remove harmful online content or intervene as it is being
generated, allows the emergence of spaces in social media that enable violence to be seen as
acceptable because of a lack of guardianship.

There is broad agreement that social media companies should have a duty of care towards
children; 85% of adults agreed with this principle in our survey. But the issues are complex. Tech
companies that provide a platform for user-generated content argue that while they have a
responsibility to remove harmful content when it is discovered, they cannot be held responsible for
it appearing at all. Content moderators and digital analysts can manage small volumes of material
but the sheer number of people online, sharing and engaging with content, makes it very difficult.
The primary focus, therefore, must be on reducing the likelihood that people will post and view
harmful content and speeding up the process for removing it.
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In the Neverland shopping centre, a local council might respond to information from police and
parents about the potential harm caused to children in a particular shop or venue by using legal
powers and regulations through trading standards, public health or licensing authorities. Neverland
might be labelled ‘unsafe’ with new conditions applied to individual stores or the whole shopping
centre. Some people might choose to stay away or go elsewhere. Like the stores in Neverland,
social media companies are in a market and respond to incentives which will lead to more users
and more frequent use. The Government could, therefore, empower OFCOM, the likely regulator of
online platforms, to assess how safe or unsafe platforms are for children, young people and other
vulnerable groups and rank them, in a star rating system, based on individual incidents of harm and
systemic failures. It would create commercial incentives for social media firms to invest in making
their platforms as safe as possible.

How the social media environment acts as a driver of violence

In this section we look at how the social media environment acts as a driver of violence for young
people, and suggest ways to tackle the problem.

Violent content can instantly become viral
The networked nature of the online space means that when content that could incite violence is
created, it is far easier for it to become widely shared than an event offline. That means young
people who might not have been exposed to this type of material are more likely to encounter it
than before, whether they deliberately seek it out or simply stumble across it. In our survey of UK
adults, just under a third of parents (31%) reported that their child had seen fights involving children
online, and almost a fifth had seen threats to beat up a child (19%) or content involving weapons
(18%).

A number of serious cases reviews following the death of a young person have shown how having
a wide audience on social media made real-life conflict worse. In one case, it was judged that
exposure to violent social media may have created a “dangerous imbalance in the mind of an
impressionable boy”.

Social media companies spend large amounts of money on improving their algorithms to increase
engagement with their platforms and drive information towards people who are most likely to be
interested. Surely, therefore, the tech sector could devote more resources towards ensuring
potentially harmful content does not circulate as widely and easily as it does at present.

The Online Safety Bill says the measures that social media companies must put in place will be set
out by OFCOM in due course. But the Bill lacks detail and contains only vague recommendations
for action.
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Young people can easily access age-inappropriate content
Among the stakeholders we spoke to there was broad agreement that children frequently access
technology and social media when they are young, despite the current age restrictions on many
platforms. The 2022 OFCOM media usage report shows that 28% of 5-7 year olds have their own
mobile phone, 33% have their own social media profile, and 38% play games online. By contrast,
the 8-11 year old age group are roughly twice as likely to own their own mobile phone (60%), have
their own social media profile (60%) or play games online (69%).

Parents have little confidence that attempts to prevent or monitor children accessing social media,
such as age verification and parental controls, will work. Many believe that their children can
circumvent the barriers.  There are also concerns about the impact of excluding children from
engaging with their peers online, as discussed earlier. As a result, young people are accessing
content which is by design not meant for their age group and not monitored for content that would
be appropriate for a five year old, for example.

“No one checks it” - Parent of child in primary, talking about how easy it is to lie
about your age to get onto apps

“Some of the older ones that I've dealt with in previous schools would lie about
their date of birth, so that they would get Facebook accounts and things like that.”
- Education Stakeholder

“They shouldn't be using [Snapchat] when they're in primary school anyway. But I
guess the fact is, they are … and it's accepted that they are” - Education
Stakeholder

“I’m kind of ignoring the WhatsApp age limit.” - Parent of child in secondary
school

Our engagement with schools has demonstrated that the current approach taken by secondary
schools to online safety and use of social media does not reflect the level of the risk. Primary
schools also highlighted a number of issues that they are experiencing, driven by online conflict
among their students.

“I've seen reports when we do transfer information from primary schools, with
them telling us that kids are having lots of arguments online to watch out for
certain things. So it starts before they come to us.” - Education professional
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That is not to say that all attempts to restrict access should be stopped. Age restrictions and
parental controls will not prevent all young people accessing social media but will safeguard some.
The Online Safety Bill says social media firms will need to more robustly verify a user’s age before
giving access to their platforms, although it appears that it will be left to the companies themselves
to determine how that can be achieved. It is hard to see how this could be a worthwhile measure
without some form of government-issued identification being used.

The nature of online spaces also means that young people may interact more with those older than
them, via social media or multiplayer online games, than they would in the physical world where
social activities tend to be confined to specific age groups. Parents referenced the behaviour they
had seen from slightly older children in games, sharing concerns that the interactions with their
children were not appropriate for their age.

“Fortnite where some of the slightly older kids are, say 13, 14 on their headsets,
unless you go into the options and mute them off? The amount they come out
with. Unbelievable.” - Parent of a child in primary

“So yeah, they invite you or you invite them, but he obviously invited my youngest.
And he accepted. Yeah. And then of course, they were playing innocently. But
then I was like, I don't want you playing with anybody other than your friends or
your brother. Or they're actually talking to each other, just like talking. So we had
his headphones on. And that's when I put the headphones on, because I thought,
who's that? I know all his friends’ names. And I put the headphones on. And it
was, it sounded like mature men.” - Parent of child in secondary

This contributes to increased exposure to violent content from a young age. Younger children might
not have the same maturity and knowledge as older teenagers to separate the language used in
online games from what is appropriate in a real life situation. Their interactions with older people
may then contribute to the normalisation of violent language or hate speech, and the spread of
such language in younger age groups.

The volume and frequency of interactions
One of the greatest challenges to making online places safe is the issue of scale. In the physical
world, there is a limit to how many places a person can be in a given period of time, how many
other people they can interact with, and how easy it is to hide any harmful activity. Online, people
can be in many places at once, having multiple conversations with different groups of people,
sharing and viewing content within these groups. Interactions that would previously have been
spread over hours, days or weeks can now happen in minutes; individuals can be added or
removed from conversations while simultaneously engaging in multiple others. That can increase
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the speed of the escalation of threats and violence online compared to what would have been
feasible offline.

Online exchanges are not limited to specific times, in the way that face-to-face interactions
between schoolchildren are. Many stakeholders told us of their concern regarding late-night
messaging among children and the seemingly non-stop conversation that everyone wants to be
part of. Not only does this significantly extend the time young people spend interacting with each
other in online environments, it is also at a time where there is much less opportunity to monitor
their behaviour and responses. The conversations outlined, below, in the case of Olly Stephens
occurred in the early hours of the morning - between 2 and 5 o’clock.

In one instance, FEMALE 1 was taking part in a group conversation on HouseParty which MALE
2 then joined. At the same time, MALE 2 also called MALE 1 while FEMALE 1 simultaneously
messaged Olly via Whatsapp to arrange to meet up and was sending copies of her conversation
with Olly to MALE 1.

We initially thought that a break in such interactions (overnight, over a weekend, or another time
period) would help diffuse conflict, but the opposite appears to be the case. In fact, time apart,
without any intervention to ease tensions, may make the problem worse because there’s an
anticipated that it will be resolved. Stakeholders described how, in order to save face, individuals
would need to follow through on their threats that had been perhaps rashly made online.

“So the offence might have started off on social media, with people talking about
each other, and then threatening each other and then sending you malicious
messages. And then that's there might spill out onto the street with a fight.” - YOS
worker

Evidence from our case study also showed this build up and expectation of resolution when the
parties met in person.  The same can be said in relation to gang-related violence.

Despite the events of the case study largely happening over a weekend, some of the instigating
conflict happened weeks earlier. It was clear that the conflict between some individuals would
apparently subside for days, only to be picked up again where it had been left off.

The explicit nature of online content, the constant use of social media (including overnight) and the
lack of respite can increase stress among young people. Stakeholders must recognise the
importance of creating a break, or ‘letting people calm down’, and resolving the underlying conflict.
Without resolution, the conflict may in fact worsen the longer the period of time that passes.
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The volume of non-stop communication makes any manual process of identifying potential risk
very challenging. As discussed in our report on Drill music, the Metropolitan Police requested the
deletion of 148 Drill music videos from YouTube between 2015 and 2018 and in 2019 set up a
system - Project Alpha - to speed up the process that was previously lengthy and convoluted. The
team is focused on one specific issue but there is no similar response to wider harmful content that
could appear on social media. Given the amount of material, it is not possible for policing to review
and request the removal of all harmful content. This reinforces our belief that while such
interventions are important, the best way to prevent serious violence being caused by online
behaviour is to ensure resilience and reduce vulnerability among individuals - particularly young
people.

Anonymity and credibility of consequences
It may be easier for young people who interact with others via a screen or microphone to adopt
violent behaviour online than if the communication is in person. The reasons for that are anonymity
and a perception that there will be no consequences for such behaviour.44

The ability to create anonymous or fake profiles online has the potential to cause serious violence:
young people might feel more comfortable making threats or sharing embarrassing content if they
do so without revealing who they are or knowing their actions won’t be traced back to them. This
in turn creates an environment in which threats are normalised if more people feel comfortable
making them, and could increase the probability of people making non-anonymous threats which
they then feel obliged to follow through on.

“In social media you are anonymous half the time, so you’re just saying like ‘I’m
gonna shank you’ [...] then the violence starts coming in, you think this is mental,
this is 15 year olds threatening to stab each other.” - Parent of a child in primary
school

With such a wealth of potentially fake profiles, it can be hard to find the individuals involved and
enforce the law when it is broken. Similarly, despite social media companies making attempts to
minimise the number of fake profiles, they are still relatively common, with estimates ranging from
about 5 percent to over 40 percent of the total.

“But so many videos, and so many different fake accounts are being made so
often. So like so many, it was difficult, even for the police to kind of manage that.
So I know, we were talking to mom about it at the time. And mom was kind of
going through herself as well, and trying to find accounts and block them herself.”
- YOS worker

44 For example: Yu, M. & Riddle, K (2022) An Experimental Test of the Effects of Digital Content Permanency
on Perceived Anonymity and Indirect Effects on Cyber Bullying Intentions
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The virtual nature of online communications, combined with perceptions that the police cannot
enforce the law on social media, appears to lead young people to believe that their social media
activity is secure, even when they are not using anonymous profiles. However, as the police
investigation and trial of the young people accused and convicted in the tragic case of Olly
Stephens demonstrates that when the police need to access online content they can do so, even if
content or entire apps have been deleted. If safer schools officers made this widely known to pupils
it may have a chilling effect on how at least a proportion of young people behave on social media.

“So you know young people who download stuff onto their phones that might be
explicit or something then they try and actually hide that or they delete it. So we
had one young person who was putting things into a secret file on their phone.
And then when they realised that the police were onto them, they deleted it.
Definitely tried to get rid of that. But I haven't noticed that too much with other
young people I'm not sure they know” - YOT worker

Young people often receive guidance at school from police officers, in particular about the risks of
exploitation. It would make sense to use these opportunities to advise them about their online
interactions.

“I don’t recall using the police to talk about social media, but certainly when it
comes to drugs and and county lines and those types of things, we've had them
in to talk to our older children, our year five, or year sixes and they do it in an age
appropriate way.” - Educational stakeholder

“It could be the police that does that engagement bit and spread that message in
the same way that, you know, fire people used to come around and do those
workshops or road safeties to come around and do those things. But again,
they're few and far between unless you go independent.” - Education stakeholder
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Conclusion

The age of rapid technological development we are living in offers young people incredible
opportunities to acquire knowledge, consume media content, develop new interests and make
connections with communities of like-minded people. It is important therefore not to resort to
luddism or moral panic. But it’s also vital to recognise that these new opportunities come with
risks.

Move fast and break things?

Tech companies race new social media products onto the market to gain a competitive advantage.
When a new feature becomes popular, such as disappearing messages, live content or end-to-end
encrypted messaging, other platforms follow suit with their own offer to maintain their market
position. The large social media platforms send strong messages about child protection and
safeguarding. But if one platform enforces, or even appears to enforce, more stringent limits on use
they risk losing traffic to less ethically minded competitors or face mass migration in a short period
of time - a race to the bottom.

Despite terms, conditions and rules for online users, social spaces remain self-policing and present
law enforcement agencies with a vast expanse of digital territory which is near impossible to police.

From ‘gang content’ to violent content’

Research about the use of social media in relation to gang violence tallies with our case study and
discussions with parents, education professionals and youth offending team workers. Most forms
of communication by gangs, listed by Patton et al and Stuart, were found to be present in the
social media use of young people involved in the murder of Olly Stephens. These forms of
communication are not the preserve of street gangs.

The approach of violence reduction teams to social media should be broadened from focusing on
‘gang content’ to ‘violent content’. That will require new ways of working with partner agencies.
Prevention is hugely important - but so is disruption, identifying opportunities to intervene in harmful
social media spaces.

Fixing Neverland

However, none of this will be possible until the current permissive regulatory environment is
addressed. The regulator needs powers which can realign the commercial incentives social media
companies operate in, ensuring they comply with higher standards of child protection and
safeguarding. The revenue from fines for systemic failures should be reinvested in digital specialists
and analysts to police the new social media landscape. The Online Safety Bill must be at the top of
the Prime Minister’s in-tray.
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Recommendations

We have divided our recommendations into three categories; (i) Prevention: reducing individual
vulnerability, (ii) Disruption: interventions within social media spaces and (iii) Regulation: setting a
new legal framework for safeguarding within social media.

Prevention:

● Roll out ‘online active bystander’ training for children, delivered through personal,
social, health and economic (PSHE) lessons, from key stage 3 (years 7 - 9).

● Set up ‘digital safer schools teams’ led by police officers to deter children from harmful
uses of social media.

● Launch a public information campaign offering advice on healthy and unhealthy
patterns of social media use and helping to establish new social norms.

● Update ‘Working Together to Safeguard Children’ guidance with social media use
included as a risk factor and advice for professionals such as social workers on how to
engage young people through social media.

Disruption:

● Make age verification compulsory for social media companies through a
standardised national system, so that it is harder for children to view harmful material

● Introduce online conflict resolution training for people who work with children,
co-ordinated by local safeguarding children partnerships, with annual figures published

● Encourage investment in ‘behavioural nudges’ where social media companies use
artificial intelligence to identify, slow down and prevent access to harmful material and
interactions. Measures could include ‘soft-blocking’ groups and individuals, increasing ‘lag’
time between messages and removing privileges from users who incite conflict.

Regulation (relating to the Online Safety Bill):

● Introduce a ‘five star’ rating scale for social media platforms to indicate how safe they
are for children. Compiled by the communications watchdog, OFCOM, it would help
parents and carers make informed decisions.

● Establish an ‘OFCOM alerts’ mechanism so parents, carers and practitioners can
be warned about threats on social media platforms from systemic failures or individual
security breaches.

● Classify as ‘harmful content’ material shared in end-to-end encrypted messages
involving a child and subject it to regulation by OFCOM.

● Expand serious case reviews into the death of, or serious harm caused to, a child so
reviewers routinely examine the use of a victim’s social media accounts, with technology
firms required to provide access.
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Annex - An explanation of the IVEE model

The IVEE model, as shown here, has been adapted from A Simulation Model of the Radicalisation
Process Based on the IVEE Theoretical Framework (2020) by Pepys, Bowles, and Bouhana

Individual vulnerability (people)
An individual’s vulnerability to violence can be determined by their ability to exercise self control, as
well as their moral beliefs. In practice, this means whether they consider violent behaviours to be
acceptable, and whether they can refrain from adopting such behaviours. These in turn are
affected by how susceptible an individual is to persuasion (susceptibility to moral change), as well
as how exposed they are to situations where violence is seen as an acceptable action
(susceptibility to selection). This means that even if someone is easily persuaded to change their
moral beliefs, if they are never put in a situation where violence is seen to be acceptable, they may
never develop a violent propensity. Susceptibility to selection comes from a wide range of factors,
both social (socio-demographics, where they live) and related to self selection (their choice of
activities, social circles, etc.). A full diagram of the causal links proposed by the IVEE model as
leading to Individual Vulnerability is proposed below:

Exposure and emergence (places)
The emergence of violent settings happens when individuals perceive that they can carry out
violent activities without being interrupted or identified. This is partly affected by situational factors,
such as the presence of a motivated offender and a potential victim at the same place and time.
However, this is also affected by factors specific to the setting itself: are the people present willing
to intervene? Is there a strong sense of community? Emergence of violent settings can then lead to
individual exposure to said settings. This is linked to the places a person spends their time, such as
home, school, social/leisure activities, and whether violent settings have emerged in these places.
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