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Foreword 

There is no doubt that we live in a turbulent and uncertain world. The National Risk Register lists 89 
acute risks and the Chronic Risks Analysis describes another 26 longer-term, slow-burn threats. Since 
those documents were published last year, the international situation has become more threatening, 
so that we are probably closer to widespread war than we have been for over sixty years, with hybrid 
or grey-zone aggression by hostile nations already visible here in the United Kingdom. 

Resilience against these risks relies on society being socially cohesive and the public having trust in the 
government and public authorities. Yet, the evidence suggests that the social contract between 
citizens and the government is in crisis. This is partly a consequence of greater economic insecurity, 
but it is also being exacerbated by malign actors, both foreign and domestic, fuelling division through 
misinformation and disinformation disseminated ever-more readily via social media. The erosion of 
public trust, the undermining of the social contract, and the way in which communities are being 
turned against each other are creating a real and present danger to the nation’s resilience and 
preparedness at a time when, as a country, we need them most. 

The government has published strategy documents intended to address these issues. These include 
‘Restoring Trust in Our Democracy’, and ‘Protecting What Matters: Towards a more confident, 
cohesive, and resilient United Kingdom.’ These publications are welcome, but they are rather 
tentative, limited in scale, and fall a long way short of the comprehensive response required.  

Embedded within the whole-of-society approach that the government is taking towards resilience is a 
requirement and an assumption that the public will play their part. Whether this can happen to the 
extent required depends on the strength of the social contract between government and society, and 
on the cohesion of our communities - particularly in a multi-ethnic and multi-faith country like the 
United Kingdom.  

A breakdown of the social contract not only weakens our ability to build resilience against future 
shocks and other risks but also becomes a risk to our democratic society in and of itself. Fissures in the 
social fabric represent opportunities to adversaries whilst draining resources and attention from all 
levels of government. 

That is why the National Preparedness Commission asked Dame Sara Khan with 
Crest Advisory to prepare this report with a series of recommendations. The 
government needs to act on these as a matter of urgency. Otherwise, as a nation, 
we are going to sleepwalk into a society where the divisions are unbridgeable, 
extreme views are normalised, and trust in the government, and indeed in 
democracy itself, suffers irreparable harm. 

Lord Toby Harris, June 2026 
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Executive summary 

A strong social contract - the relationship between citizens and their government - is fundamental 

to national resilience, underpinning social cohesion, democratic resilience and the ability of the 

United Kingdom to respond effectively to crises.  

Indicators of social cohesion and democratic resilience suggest that the social contract in the United 

Kingdom is fraying. Evidence includes increasing distrust in politicians, government and public 

services, growing concerns about the state of democracy and declining levels of democratic 

participation. This fraying is also reflected in weaker attachment to a national identity, high levels of 

social division affecting minority communities, driven by perspectives on immigration, and a widely 

held belief that politicians do not do enough to facilitate integration and cohesion. 

The fraying of the social contract is largely driven by economic inequality, the harmful impact of 

digital spaces and global political instability. Reliance on digital spaces, including social media, for 

social engagement reduces in-person interaction and connects people with extreme and polarising 

views in a largely unregulated environment - only recently has the Online Safety Act been introduced 

to tackle this. Specific events, especially those which encourage a moral or emotional response, can 

act as flashpoints, raising concerns and making underlying tensions suddenly more visible. 

Some aspects of the social contract remain strong. There is support for the principles of our 

democracy, perceptions of fair elections, strong trust in local communities, pride in Britain’s cultural 

contributions, and reasonably high levels of civic engagement, notably in times of crisis - for example, 

increased volunteering during the Covid-19 pandemic. Even so, there is a clear and immediate need to 

respond to weakening social cohesion and democratic resilience, particularly when considering the 

need to improve our preparedness for emergencies and crises - the subject of this report. 

The fraying of the social contract presents extremists, hostile foreign actors and bad-faith actors 

with opportunities to further undermine public trust and confidence in democracy and democratic 

institutions. Malign actors view the social contract as another form of critical national infrastructure 

that can be easily targeted. The aftermath of the Southport stabbings in 2024 demonstrates the ability 

of these actors to capitalise on social division and harmful narratives against democracy. 

Malign actors exploit the fraying social contract by using digital spaces and traditional media to 

generate and amplify false and harmful content to sow further division, deepen mistrust and 

undermine democracy. They are exploiting emergencies and crises to pursue their long-term goals. 

This was evident in Poland in September 2024 when severe flooding across southwestern Poland 

triggered a 300 per cent increase in misinformation and disinformation. This is concerning as it means 

that there was a wide range of false or misleading information circulating at the time of the crisis, 

competing with crisis management plans, which tend to be based on the assumption that the public 

will listen to and believe the authorities and will respond positively and appropriately to their advice. 
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The role of misinformation and disinformation creates unpredictability during times of crisis. This 

presents immediate and chronic risks that could contribute to the further fraying of the social 

contract.  

To address this challenge, the government must broaden its view of preparedness to include social 

cohesion and democratic resilience. It is unclear whether the government has put sufficient weight 

on actions to prepare for, respond to, and recover from crises with social cohesion and democratic 

resilience in mind. Social cohesion and democratic resilience must be integrated into preparedness 

and crisis planning at a government level and within Local Resilience Forums (LRF), with clear 

ownership and responsibility - this includes building our understanding of tension hotspots in our 

communities and how these are exploited by actors in times of crisis.  

Recommendation 1: Social cohesion and democratic resilience must be viewed as essential 

components of national resilience and preparedness to address the ongoing threat from malign 

actors seeking to exploit vulnerabilities through misinformation and disinformation. 

Recommendation 2: Building and maintaining social cohesion and democratic resilience requires 

sustained cross-departmental commitment and investment, not only as a key consideration in 

preparation for crises, but as part of our national infrastructure - essential to the functioning of our 

society. 

Recommendation 3: The government should establish a more systematic approach to understanding 

where and how crises could create opportunities for social division, disorder, and democratic harm. 

We must tackle this threat with technology. Technology enables the creation and spread of 

misinformation and disinformation but it also represents a key tool for countering it. The government 

and key institutions, such as the BBC, need to be able to recognise, challenge and, where necessary, 

remove harmful content during crises - including that of bad-faith actors who currently largely fall 

outside of legislation. We must also be aware of the threat across media domains, including deepfakes, 

chatbots, private messaging and traditional media, tailoring our response accordingly.  

Recommendation 4: The government should invest in digital technological capabilities to identify 

emerging threats, detect problematic content at scale and support crisis response and 

communications. 

There are gaps in the extent to which misinformation and disinformation can be adequately 

addressed through existing extremism, foreign interference and online harms frameworks. The 

spreading of misinformation and disinformation during a crisis has the potential to make unfolding 

emergencies worse and cause physical and emotional harm. Current legislation, including the National 

Security Act and Online Safety Act, is not designed to address the cumulative, fast-moving effects of 

UK-user amplified misinformation and disinformation in real-time. Similarly, the Public Order Act has 
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no applicability for the negligent or good-faith spreading of misinformation. As such, there may be 

opportunities to close these legislative gaps and ensure that the actions of malign actors are 

addressed, while acknowledging the degree of severity and intentionality.  

Recommendation 5: The government should review how to update existing legal frameworks to 

appropriately address misinformation and disinformation during crises. 

The social contract is two-way, and the public must have a defined role during crises - individual 

responsibility and citizenship are core to preparedness. Drawing on whole-of-society preparedness 

models from countries including Finland, Sweden and New Zealand, the public must be made more 

aware of the significant threat posed by misinformation and disinformation and their own 

responsibilities at times of crisis. This includes funding media literacy and broader critical thinking 

education to prepare individuals and communities for various crisis scenarios. Members of the public 

must be clear not only on the role of the government in preparing, responding and recovering from 

crises, but also on the importance of their own role.  

Recommendation 6: The government should devise and promote a whole-of-society approach that 

involves individuals, schools, businesses, and public institutions in strengthening resilience. 

In times of crisis, we must use the assets at our disposal to be more effective communicators and 

counter misinformation and disinformation by malign actors. While there are established 

government responses in emergencies, for example, through the Civil Contingencies Act, erosion of 

the social contract means that the public does not always trust messaging from authorities. Alongside 

government messaging, the government should identify and maintain connections with trusted voices 

who can communicate effectively with different communities in crises. 

Recommendation 7: The government should consider how journalism and public service 

broadcasting, including reporting on local democracy, are bolstered, with clear roles in challenging 

misinformation and disinformation, particularly in times of crisis.  

Recommendation 8: The government should ensure media platforms and Local Resilience Forums 

have comprehensive crisis communication protocols to counter misinformation and disinformation. 

These protocols should be underpinned by strong, ongoing relationships with community groups, 

the voluntary sector, and wider civil society, which should be developed and sustained as part of 

routine preparedness and resilience activities.  

Recommendation 9: Communication should explicitly acknowledge the likelihood of misinformation 

and disinformation being spread in crises and provide the public with practical advice and access to 

trusted information sources. 

Crises present an opportunity to learn and improve our response to crises and malign actors and 

resist further fraying of the social contract. Crises will happen and malign actors will seek to take 

advantage of these moments. Faced with this reality, we must continue to focus on building and 
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investing in social cohesion and democratic resilience, including supporting communities and taking 

lessons forward into future planning.   

Recommendation 10: We should use crises and emergencies as an opportunity to rebuild the social 

contract and trust in democratic institutions in the affected areas and more widely. 

Recommendation 11: Following crises, the government, led by the central directorate/Cabinet Office 

and working with relevant partners, including LRFs, should consistently undertake a review of the 

role that misinformation and disinformation played in the crisis. 
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Introduction 

This report assesses the state of the social contract, social cohesion and democratic resilience and 

what this means for national resilience and preparedness. We are especially interested in how 

extremists, hostile foreign actors and bad-faith actors might take advantage of a fraying social contract 

at times of crisis to cause further harm by widening divisions and undermining trust in institutions. 

These actors are increasingly diverse, and their ability to exploit crises presents a new challenge to 

central and local government, the emergency services and resilience planners. In a recent example, 

during flooding in Poland in 2024, disinformation from Russia and Belarus spiked by around 300 per 

cent, including false claims that flood defences would be ineffective, undermining the government 

response.1   

Recognising that similar threats could emerge in the United Kingdom, this project examined several 

plausible crisis scenarios with experts to understand how malign actors might seek to exploit them, 

how prepared the United Kingdom currently is to respond, and what further action is needed to 

strengthen national resilience.  

The National Preparedness Commission (NPC) commissioned Dame Sara Khan, with Crest Advisory, to 

prepare this report and develop a series of recommendations. The report is informed by an evidence 

review of open-source material, 12 semi-structured interviews with experts, and two expert 

roundtables. This engagement informed the development of plausible crisis scenarios presented in 

Section 3, validated the evidence review findings, and shaped the recommendations. Our full 

methodology is included in the Annex.

 
1 Wlodarczak-Semczuk, Anna. “Fake news from Russian, Belarusian services spiked during floods in Poland, 

minister says”. Reuters. (2024). 

https://www.reuters.com/world/europe/fake-news-russian-belarusian-services-spiked-during-floods-poland-minister-says-2024-09-25/
https://www.reuters.com/world/europe/fake-news-russian-belarusian-services-spiked-during-floods-poland-minister-says-2024-09-25/
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Section 1: Social cohesion, democratic resilience and our social contract 

The social contract 

The social contract commonly refers to the relationship between the people and their government 

- it is a dynamic relationship. Citizens consent to be governed, abide by laws and contribute to society 

through civic participation and taxation. In return, the state is expected to provide security, deliver 

public services, and uphold rights and freedoms.  

The social contract is continuously renewed, and even challenged, through the actions of the 

government, institutions and citizens. This dynamic nature means that the social contract can be 

strengthened or weakened by social, economic and political changes. It can also become a target for 

malign actors seeking to undermine democracy, erode trust in how we are governed, and exploit 

existing grievances. 

Today, the social contract is widely understood through a socioeconomic lens. In return for their 

contribution, the public expects overall improvement in how society functions and their quality of life.2 

Economic equality plays an important role in sustaining these expectations. Inequality can lead certain 

groups to feel that they contribute to society without receiving a fair share of its benefits and with 

little confidence that their situation will get better, fostering resentment, divisions and 

disengagement.3 Where basic needs are not met, such as access to housing, healthcare and education, 

perceptions that the state is failing to uphold its obligations can weaken the legitimacy of the social 

contract.  

Alongside economic fairness, security and the safeguarding of democratic principles are central 

elements of the social contract.4 The public accepts the authority of the state on the expectation that 

politicians and policymakers act transparently, remain accountable and represent the interests of the 

majority.5 Contemporary interpretations of the social contract emphasise that everyone’s basic needs 

should be met as a matter of right rather than a privilege, and the state must provide security and 

uphold democratic principles.6 Where confidence in governance, democracy or public services 

declines, the social contract can weaken. Such conditions create opportunities for malign actors to 

 
2 Abdallah, Saamah., Barberà Mas, Erick., and Saujot, Mathieu. “Unfulfilled Promises? The state of the social 

contract in the 21st century.” Institute for Sustainable Development and International Relations. (2026). 
3 Arslanagić-Little, Phoebe., and Fredricks, Laurence. “The Anti-Social Contract, Renewing Our Social Contract.” 

Onward. (2025). 
4 Abdallah, “Unfulfilled Promises? The state of the social contract in the 21st century.”  
5  Ibid. 
6 Coote, Anna. “Rebuilding the UK's social contract”. IPPR Progressive Review, 30:2. (2023).; Pendleton, Andrew. 

“Imagining a new social contract.” New Economics Foundation. (2019). 

https://www.iddri.org/en/publications-and-events/report/unfulfilled-promises-state-social-contract-21st-century
https://www.iddri.org/en/publications-and-events/report/unfulfilled-promises-state-social-contract-21st-century
https://ukonward.com/reports/the-anti-social-contract/
https://ukonward.com/reports/the-anti-social-contract/
https://www.iddri.org/en/publications-and-events/report/unfulfilled-promises-state-social-contract-21st-century
https://www.iddri.org/en/publications-and-events/report/unfulfilled-promises-state-social-contract-21st-century
https://onlinelibrary.wiley.com/doi/10.1111/newe.12348
https://neweconomics.org/2019/05/imagining-a-new-social-contract
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further undermine trust, increase social division and challenge the legitimacy of the democratic 

government. 

 

Democratic resilience and social cohesion 

Our democracy, and its principles, survive on its resilience. A resilient democracy is able to withstand, 

adjust and recover from unresolved problems, challenges or attacks on the democratic system.7 

Perceptions that the social contract is not delivering can lead to society being seen as unjust, ultimately 

weakening democratic resilience.8 Democratic resilience is further undermined if politicians and 

policymakers are not transparent, held accountable or seen to be representative of the majority.9 If 

people lose faith in democracy and its processes and institutions, there are opportunities for 

extremists, hostile foreign actors and bad-faith actors to further cause harm by undermining 

institutions and deepening social division, particularly in times of crisis.  

Social cohesion refers to how we, the public, live together in a diverse democracy and negotiate 

differences of opinion and values in pursuit of the common good.10 Social cohesion manifests in 

various ways, including the ability to provide a positive and shared vision for our country and a sense 

of belonging for all, which fosters mutual support and community. It facilitates the strengthening of 

relationships between individuals, communities and groups and between citizens and the state.11 

Social cohesion in the United Kingdom is being weakened by a range of internal and external threats, 

including the cost-of-living crisis, increases in misinformation and disinformation, the rise of 

unregulated technology and polarising geopolitical events.12 

 

The current state of the social contract in the United Kingdom  

Over the last decade, the social contract in the United Kingdom has frayed, reflecting a broader trend 

across Northern and Western Europe. A nationally representative survey conducted by More in 

Common (May 2023) found that over half (62 per cent) of respondents agreed with the statement ‘the 

social contract in Britain is broken’ and a recent poll showed that almost three-quarters (72 per cent) 

 
7 Merkel, Wolfgang. “What is democratic resilience?.” Democratization. (2025). 
8  Ibid. 
9 Abdallah, Saamah., Barberà Mas, Erick., and Saujot, Mathieu. “Unfulfilled Promises? The state of the social 

contract in the 21st century.” Institute for Sustainable Development and International Relations. (2026). 
10 Khan DBE, Dame Sara. “Threats to Social Cohesion And Democratic Resilience: A New Strategic Approach.” 

Department for Levelling Up, Housing and Communities. (2024). 
11 Ibid. 
12  Ibid. 

https://www.tandfonline.com/doi/full/10.1080/13510347.2025.2590677
https://www.tandfonline.com/doi/full/10.1080/13510347.2025.2590677
https://www.iddri.org/en/publications-and-events/report/unfulfilled-promises-state-social-contract-21st-century
https://www.iddri.org/en/publications-and-events/report/unfulfilled-promises-state-social-contract-21st-century
https://www.gov.uk/government/publications/the-khan-review-threats-to-social-cohesion-and-democratic-resilience
https://www.gov.uk/government/publications/the-khan-review-threats-to-social-cohesion-and-democratic-resilience
https://www.gov.uk/government/publications/the-khan-review-threats-to-social-cohesion-and-democratic-resilience
https://www.gov.uk/government/publications/the-khan-review-threats-to-social-cohesion-and-democratic-resilience
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of the public are concerned about the state of democracy.13 More in Common polling shows that only 

8 per cent of the public believe that Britain’s best years are ahead of them.14 Furthermore, a report 

examining the social contract across Europe found that only 20 per cent of the British public feel that 

the United Kingdom is moving in the right direction, the lowest figure of all countries reviewed.15 Other 

analysis found that the social contract in Northern and Western Europe has been declining since 2019. 

Even in this broader downward trend, the United Kingdom performs relatively poorly compared to 

other countries in Europe, ranking only 17th out of 31.16 Dame Sara Khan’s 2024 Independent Review 

of Social Cohesion and Democratic Resilience concluded that without an effective government 

response, the United Kingdom risks a “slow erosion” of democratic rights and freedoms.17  

To understand the current state of the social contract in the United Kingdom, we focus on five 

measures associated with social cohesion and democratic resilience. These are:  

● trusting others 

● recognising the legitimacy of institutions and democracy 

● associating with a national identity and having a sense of belonging 

● being tolerant  

● having local connections and demonstrating civic engagement/participation  

 

Indicators of the social contract 

Trust 

Trust is central to the health of our democracy and our social contract. Public trust in politicians, 

confidence in the resilience of institutions and belief in the ability of democratic processes to solve 

problems and represent the public’s interests are fundamental to the legitimacy and stability of 

democracy.18 Trust also fosters a greater sense of belonging and cohesion.19 Without trust in others, 

polarisation deepens and division widens, and without trust in the state, institutions lose legitimacy, 

which impacts democratic resilience and the social contract. 

 
13 The Electoral Commission. “Public attitudes to elections and democracy: 2025 findings.” The Electoral 

Commission. (2025). 
14 More in Common. “Social cohesion: A snapshot.” More in Common. (2025). 
15 Abdallah, “Unfulfilled Promises? The state of the social contract in the 21st century.”  
16 Abdallah, Saamah., Barberà Mas, Erick., and Saujot, Mathieu. “Unfulfilled Promises? The state of the social 

contract in the 21st century.” Institute for Sustainable Development and International Relations. (2026). 
17 Khan DBE, Dame Sara. “Threats to Social Cohesion And Democratic Resilience: A New Strategic Approach.” 

Department for Levelling Up, Housing and Communities. (2024). 
18 Merkel, Wolfgang. “What is democratic resilience?.” Democratization. (2025). 
19  Khan DBE, “Threats to Social Cohesion And Democratic Resilience: A New Strategic Approach.”  

https://www.electoralcommission.org.uk/research-reports-and-data/public-attitudes/public-attitudes-2025
https://www.moreincommon.org.uk/research/social-cohesion-a-snapshot/
https://www.iddri.org/en/publications-and-events/report/unfulfilled-promises-state-social-contract-21st-century
https://www.iddri.org/en/publications-and-events/report/unfulfilled-promises-state-social-contract-21st-century
https://www.iddri.org/en/publications-and-events/report/unfulfilled-promises-state-social-contract-21st-century
https://www.iddri.org/en/publications-and-events/report/unfulfilled-promises-state-social-contract-21st-century
https://www.gov.uk/government/publications/the-khan-review-threats-to-social-cohesion-and-democratic-resilience
https://www.gov.uk/government/publications/the-khan-review-threats-to-social-cohesion-and-democratic-resilience
https://www.gov.uk/government/publications/the-khan-review-threats-to-social-cohesion-and-democratic-resilience
https://www.gov.uk/government/publications/the-khan-review-threats-to-social-cohesion-and-democratic-resilience
https://www.tandfonline.com/doi/full/10.1080/13510347.2025.2590677
https://www.tandfonline.com/doi/full/10.1080/13510347.2025.2590677
https://www.gov.uk/government/publications/the-khan-review-threats-to-social-cohesion-and-democratic-resilience
https://www.gov.uk/government/publications/the-khan-review-threats-to-social-cohesion-and-democratic-resilience
https://www.gov.uk/government/publications/the-khan-review-threats-to-social-cohesion-and-democratic-resilience
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Trust in politicians 

Trust and confidence in politicians in the United Kingdom are low and declining. A recent Electoral 

Commission survey found that only 14 per cent of respondents trust politicians.20 A degree of mistrust 

- understood as a certain level of scepticism towards the ‘other’ - in government can be positive, as it 

ensures politicians are held to account. However, significant levels of distrust - a firmly held negative 

opinion that the government is completely untrustworthy - have negative consequences for both 

social cohesion and democratic resilience, and it is distrust that appears to be increasing.21 The British 

Social Attitudes surveys show that public confidence in government has significantly declined over 

time. In 1986, only around 10 per cent of respondents reported “almost never” trusting governments; 

in 2024 this had risen to 46 per cent - the highest level ever recorded by the survey.22 An expert we 

interviewed suggested that public trust is continuing to decline as low levels of trust have triggered a 

“democratic doom loop”. The cycle begins with declining public trust in authority, which undermines 

the perceived legitimacy of institutions. As a result, authorities struggle to effectively govern, which 

further erodes public trust and increases the attractiveness of alternative actors or narratives. 

There is an increasing perception among the public that politicians are dishonest, self-interested and 

disconnected from the concerns of ordinary people, and not fulfilling their obligations within the social 

contract.23 The Electoral Commission found that over half of respondents (54 per cent) felt that those 

elected do not care about “people like them” and recent survey results show that 59 per cent of the 

public would “almost never” trust politicians of any party in Britain to tell the truth when they are in a 

tight corner, with only 36 per cent trusting the government to do “what is right”.24 Furthermore, nearly 

three quarters (74 per cent) of respondents who took part in a nationally representative survey (May 

2023) stated that they were not confident that politicians could solve the country’s biggest issues.25 

This decreasing confidence and growing disconnect between the public and politicians are trends not 

unique to the United Kingdom. A recent report exploring the state of the social contract across Europe 

found that only 27 per cent of Europeans trust their political institutions, while only 26 per cent felt 

 
20 The Electoral Commission. “Public attitudes to elections and democracy: 2025 findings.” The Electoral 

Commission. (2025). 
21 Khan DBE, “Threats to Social Cohesion And Democratic Resilience: A New Strategic Approach.”  
22 Park, Alison., Bryson, Caroline., Clery, Elizabeth., Curtice, John., and Phillips, Miranda. “British Social Attitudes 

30.” National Centre for Social Research. (2013); Curtice, John., Scholes, Alex., and Chabdu, Aisha. “BSA 42 | 
Britain's democracy: A health check.” National Centre for Social Research. (2025). 
23 Puddle, Jake., Rutter, Jill., Rolfe, Heather. “The State of Us: Community strength and cohesion in the UK.” British 

Future. (2025)  
24 The Electoral Commission. “Public attitudes to elections and democracy: 2025 findings.” The Electoral 

Commission. (2025); Curtice, John., Scholes, Alex., and Chabdu, Aisha. “BSA 42 | Britain's democracy: A health 
check.” National Centre for Social Research. (2025). 
25 More in Common. “May 2023 Polling Tables.” More in Common. (2023) 

https://www.electoralcommission.org.uk/research-reports-and-data/public-attitudes/public-attitudes-2025
https://www.gov.uk/government/publications/the-khan-review-threats-to-social-cohesion-and-democratic-resilience
https://www.gov.uk/government/publications/the-khan-review-threats-to-social-cohesion-and-democratic-resilience
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that they had a political voice.26 However, the figures in this survey were even lower in the United 

Kingdom, with only 21 per cent trusting political institutions and 23 per cent feeling that they have a 

political voice.27 

Trust in institutions 

Trust in institutions also appears to be declining. The Edelman Trust Barometer has recorded 

declining levels of public trust in government, business, the public media and non-governmental 

organisations (NGOs) in the United Kingdom in recent years, with levels of trust falling from 57 per 

cent to 44 per cent over the last ten years.28 This is supported by YouGov polling conducted since 2003, 

which shows that trust in the BBC has fallen significantly over the last decade. In March 2003, 81 per 

cent of the British public reported trusting BBC news journalists "a great deal" or "a fair amount", 

compared to 38 per cent in July 2023.29  

There are also high levels of dissatisfaction with public services; half of the British public reported being 

dissatisfied with social care (49 per cent) and the NHS (51 per cent), indicating that the social contract 

is perceived as not delivering for an increasing number of people.30 Data suggests that dissatisfaction 

is primarily associated with access to care, rather than the quality of care received. For example, while 

51 per cent of the British public reported being satisfied with the quality of NHS care, only 23 per cent 

were satisfied with the time it takes to get a GP appointment and the proportion who were satisfied 

with the length of time it takes to get hospital care was even lower at 14 per cent.31 Despite high levels 

of dissatisfaction with access to NHS care, research has found that 96 per cent of the British public 

reported having no unmet health needs, suggesting that the service is meeting basic needs, even if 

public expectations are not being fully satisfied.32  

Public perceptions of crime highlight rising concerns about safety alongside dissatisfaction with the 

police. Ipsos polling conducted in 2024 found that over three-quarters of the British public (79 per 

cent) felt that crime and anti-social behaviour were a “big problem”, with 61 per cent believing that 

crime in the United Kingdom had risen in the previous 12 months. A study exploring public attitudes 

towards the police across England and Wales also found that the majority of the public do not believe 
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27 Ibid. 
28 Edelman Trust Institute. “2026 Edelman Trust Barometer Global Report: Trust Amid Insularity.” Edelman Trust 

Institute. (2026)  
29 YouGov. Trackers - Trust. YouGov. (2015). 
30 Taylor, Bea., Lobont, Cyril., Dayan, Mark., Merry, Leonora., Jeffries, Danielle. and Wellings, Dan. “Public 

satisfaction with the NHS and social care in 2024: Results from the British Social Attitudes survey.” Nuffield Trust. 
(2025). 
31 Ibid. 
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that their local police force meets minimum standards of behaviour and performance, nor do they feel 

that they share their values.33 Furthermore, YouGov polling shows that trust in both senior police 

officers and local officers has fallen considerably over the last decade. In July 2024, only 44 per cent of 

the British public reported trusting senior officers compared to 72 per cent in March 2003. Over the 

same period, trust in local officers fell from 82 per cent to 54 per cent.34 When compared to other 

countries across Europe, the United Kingdom performs relatively poorly on perceptions of safety, with 

27 per cent of the public reporting that they face the problem of crime, violence or vandalism in their 

local area, more than double the European Union average (12 per cent).35  

Legitimacy of institutions and democracy  

The public also appears to have concerns about the current state of democracy in the United 

Kingdom; however, British people remain faithful to our democracy and the principles that underpin 

it. Recent polling found that 72 per cent of the public are concerned about the state of democracy.36 

This is supported by the most recent British Social Attitudes Survey, which found that only 19 per cent 

of the public think the system of governing Britain needs little or no improvement, while over half (60 

per cent) are in favour of changing the current electoral system.37 Furthermore, more than three-

quarters (78 per cent) of those who took part in an Ipsos poll were concerned about acts of violence 

throwing the country into chaos and more than a third (38 per cent) agreed with the statement that 

“mob rule is replacing democratic rule in Britain”.38 Political engagement has also declined, with voter 

turnout in the United Kingdom falling significantly since 1997. In the 2024 United Kingdom general 

election, turnout was 58 per cent of the eligible electorate, with turnout falling below 50 per cent in 

55 parliamentary constituencies. This compares to 90 per cent in 1950, indicating a substantial long-

term decline in electoral engagement.39 This is also lower than the average voter turnout in the 

European Union, which is around two-thirds (67 per cent) of eligible voters.40 

However, despite this concern, our democracy does appear to be healthy by some metrics. Two-thirds 

(67 per cent) of people of voting age agreed that they have a duty to vote and 93 per cent of the British 

public perceive elections in the United Kingdom to be fair - higher than the European Union average 
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34 Difford, Dylan. “Who do Britons trust to tell the truth?.” YouGov. (2024). 
35 Abdallah, “Unfulfilled Promises? The state of the social contract in the 21st century.”  
36 The Electoral Commission. “Public attitudes to elections and democracy: 2025 findings.” The Electoral 
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of 82 per cent.41 In fact, the World Values Survey (WVS) 2022 found that over the last two decades, 

support for democratic principles has increased, rather than declined, amongst the British public. In 

2022, 90 per cent of the British public thought that democracy was a very or fairly good way of 

governing, compared to 76 per cent in 1999. 

National identity and belonging 

While British people feel more connected to their own communities, they show a poorer sense of 

national identity. Without a sense of belonging and without acceptance of difference and diverse 

identities, democracy loses its social foundation and begins to erode.42 In the United Kingdom, feelings 

of belonging and a sense of connection to others vary significantly across different levels of geography, 

with the public often reporting strong attachment to their immediate neighbourhoods, while feeling 

more disconnected at a national level.43 More in Common polling conducted in 2025 found that nearly 

three-quarters (71 per cent) of the public trust their neighbours ‘a lot’.44 Similarly, 62 per cent of 

respondents in the Community Life Survey 2023/24 stated that they belonged very or fairly strongly 

to their neighbourhood and 81 per cent agreed that their local area is somewhere people from 

different backgrounds get along.45 Yet these relatively positive local figures sit alongside lower levels 

of cohesion at the national level; the More in Common poll found that nearly half (44 per cent) of the 

public stated that they sometimes ‘feel like a stranger in my own country’.46 

Furthermore, recent data shows that public perceptions of Britain tend to be negative. Polling 

conducted by the National Centre for Social Research in 2023 found that about half (49 per cent) of 

the British public agreed with the statement that ‘they would rather be a citizen of Britain than of any 

other country in the world’ and even fewer (42 per cent) agreed with the statement that ‘Britain is a 

better country than most other countries’.47 Despite these relatively low levels of national attachment, 

pride in British culture is comparatively higher, indicating that while national identity is declining, pride 

in certain aspects of Britain remains strong. In 2023, over three-quarters of the public stated that they 

felt pride in Britain's achievements in arts and literature (79 per cent) and sports (77 per cent).48 In 
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45 Department for Culture, Media & Sport. “Community Life Survey 2023/24: Neighbourhood and community.” 

GOV.UK. (2024). 
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Centre for Social Research. (2025). 
48 Ibid.  
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contrast, the proportion who are proud of the way democracy works in Britain and Britain's economic 

achievements is much lower, at 53 per cent and 44 per cent respectively.49  

Recent trends also show a shift towards more inclusive ideas of national identity, with increasing 

emphasis on people contributing to upholding the social contract rather than coming from particular 

backgrounds.50 The proportion of people who think that being born in Britain is important to be 

regarded as ‘truly British’ has fallen from 74 per cent in 2013 to 55 per cent in 2023. In contrast, the 

proportion of people who believe that respecting British political institutions and laws is important has 

remained steady over the same period (85 per cent to 86 per cent).51  

Despite this, research conducted by the National Centre for Social Research comparing public attitudes 

in the United Kingdom with the United States found that the British public is less supportive of 

immigration and less positive about diversity than their American counterparts.52 Nearly two-thirds 

(63 per cent) of people in the United States think that their openness to people from around the world 

is essential to national identity, compared to just under half (49 per cent) of people in the United 

Kingdom. Similarly, while 64 per cent of Americans think that diversity strengthens society, only 

around half (49 per cent) of the British public agree.53 In fact, immigration is commonly identified as a 

key source of tension in the United Kingdom. Recent Ipsos polling found that 61 per cent of 

respondents identified immigration as the greatest source of division, an 11 per cent increase since 

February 2018.54 

Tolerance and polarisation 

Public perceptions of social division are widespread, though they have remained broadly stable in 

recent years. An expert we interviewed stated that tolerance of others and their views is important 

for maintaining the social contract. There is considerable support among the British public for the 

principles of diversity, equity and inclusion. Public opinion research from More in Common, the 

University of Oxford and the UCL Policy Lab found that half (52 per cent) of the public think that 

diversity, equity and inclusion are a good thing.55 However, this represents a decrease since 2023 when 

62 per cent reported thinking that it was a good thing.56  
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52 National Centre for Social Research. “People in the UK prefer a tougher approach on immigration compared 

with the US, but Americans more conservative on social issues.” National Centre for Social Research. (2025). 
53 Ibid. 
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Common. (2025). 
56 Ibid. 
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Research by the Policy Institute at King’s College London has found that over the last 30 years British 

people have become much more comfortable living next to people from historically marginalised 

groups. For example, in 1990, 10 per cent of the British public stated that they would not like to have 

people from a different race as neighbours, but by 2022 this had fallen to only 1 per cent. Over the 

same period, the proportion of the British public who reported that they would not like to live next to 

homosexuals fell from almost a third (31 per cent) to 4 per cent.57 

Despite this, evidence indicates that many people in the United Kingdom experience discrimination. 

According to the Evidence for Equality National Survey (EVENS) in 2023, almost one in six people 

experienced racial discrimination from their neighbours, but this rose to one in two for Black people 

and one in three for Gypsy/Traveller people. Public polling also more broadly reflects high levels of 

societal division, with more than three-quarters of respondents in a nationally representative survey 

conducted by More in Common in 2024 stating that the United Kingdom felt ‘somewhat’ or ‘very’ 

divided.58 Recent Ipsos polling found that 81 per cent of the British public believe that society is 

divided, while 68 per cent believe it is more divided than it was ten years ago. These figures have 

changed little since 2018, when they were 85 per cent and 73 per cent respectively, suggesting that 

social division is an ongoing issue rather than a recent deterioration.59 

Political attitudes, however, are also becoming increasingly polarised. The most recent British Social 

Attitudes survey shows growing divergence between supporters of right- and left-wing political 

parties. For example, between 2020 and 2025, the two groups became much more divided over 

taxation. In 2020, they had very similar views on tax cuts, with only a 3 per cent difference between 

the proportion of right- and left-wing supporters who supported tax cuts. By 2025, this gap had 

widened substantially to 19 per cent. Similar trends are evident on immigration, with right-leaning 

voters becoming more negative and left-leaning supporters becoming more positive, pointing to a 

hardening of ideological differences across the political spectrum.60  

Local connections and civic engagement 

The United Kingdom has high levels of interpersonal trust and civic engagement. A study exploring 

the state of the social contract across Europe found that over three-quarters of the British public (79 

per cent) demonstrated high levels of trust in others. This was higher than the European Union average 
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of 62 per cent and is supported by the Office for National Statistics Opinions and Lifestyle Survey 2025, 

which found that 67 per cent of the public reported high trust in most people.61 

Civic engagement in the United Kingdom has also remained relatively high, demonstrating a strong 

commitment to improving conditions and supporting others. In 2024/25, two-thirds (67 per cent) of 

the public reported participating in any volunteering, civic engagement or social action activity in the 

previous 12 months, and two-thirds also reported having given money to charitable causes in the last 

four weeks. For those who had reported participating in volunteering, the biggest motivator was to 

‘improve things/help people’, with nearly half (49 per cent) of volunteers citing this as their key 

motivation. There is some evidence that this desire to contribute strengthens during times of crisis, as 

seen during the Covid-19 pandemic, when volunteering and community participation reached high 

levels.62 For example, in the first ten months of the pandemic, 12.4 million people stepped forward to 

offer support via WhatsApp groups, mutual aid groups or formal volunteering initiatives.63 

However, the public does not feel that politicians are facilitating this collective spirit. Polling by Ipsos 

found that over half (58 per cent) of respondents thought that politicians are doing a bad job at 

encouraging people from different backgrounds and beliefs to get on well together, and More in 

Common polling found that nearly three-quarters (73 per cent) want more to be done to encourage 

integration.64 Furthermore, research conducted by Ipsos and The Policy Institute in 2023 found that 62 

per cent of people agreed that politicians invent or exaggerate culture wars as a political tactic, 

compared to under half (44 per cent) in 2020.65 This indicates that while the public is willing to connect 

across their differences, they do not necessarily feel supported to do so by those with political power. 

 

What is driving the fraying of the social contract? 

The fraying of the social contract in the United Kingdom is driven by interrelated factors, including 

socioeconomic inequality, declining trust and confidence in public institutions, and the increasing use 

of technology and digital spaces. These factors reinforce one another, weakening social cohesion, 

reducing trust in government and in people perceived as different to oneself, and undermining the 
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perceived legitimacy of the state. Collectively, these developments can place increasing strain on the 

social contract by eroding the sense of mutual obligation and shared purpose between citizens and 

government.   

Socioeconomic factors 

A range of socioeconomic factors has contributed to the fraying of the social contract. The 2016 

Casey Review highlighted how some groups, such as young Black men and Pakistani and Bangladeshi 

households in deprived areas, suffer greater economic disadvantage and social isolation.66 These 

disparities fuel societal divisions, undermine social cohesion by eroding trust between different 

groups, and consequently increase polarisation.67 Economic disadvantage can also limit social 

participation as individuals lack the time or resources for community activities. This limits 

opportunities for interaction, thereby decreasing social cohesion and a sense of belonging.68  

Inequality also harms democratic resilience. Wealth inequality - the unequal distribution of assets 

amongst individuals or families - increases the influence of lobbyists on the political process by 

concentrating wealth amongst a small segment of society, enabling it to exert disproportionate 

influence over policymaking. This reduces transparency, erodes public trust and confidence in 

government and can contribute to diminishing political engagement and participation, ultimately 

weakening the stability of the political system.69 70 

An increasing perception amongst Britons that they are unable to improve their lives is also 

contributing to the erosion of the social contract and undermining confidence in government.71 This 

feeling seems to be particularly strong amongst young people, with only one in four 16 to 29 year-olds 

believing that hard work and talent will get them far in life.72 This feeling of powerlessness is driving a 

lack of optimism for the future of the United Kingdom, with over a third (39 per cent) of Britons 

believing that Britain’s best years are behind them.73 The public recognise that socioeconomic factors 
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Britain's democracy: A health check.” National Centre for Social Research. (2025). 
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(2025). 
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are driving the fraying social contract, with 23 per cent of Britons identifying inequality as a cause of 

the social contract breaking down.74  

While socioeconomic factors have a significant impact on the social contract and democratic resilience, 

the 2024 Khan Review highlighted how this relationship is not one-way but symbiotic. Socioeconomic 

conditions shape levels of cohesion, but at the same time, cohesion itself also influences long-term 

socioeconomic outcomes. As a result, improvements in one can strengthen the other, creating a 

mutually reinforcing cycle.75 This demonstrates the interconnected and compounding nature of the 

social contract and its key determinants, highlighting the need for holistic government responses that 

address multiple factors in combination. 

Public trust and confidence 

As well as being indicators of the fraying social contract, public trust and confidence can contribute to 

the problem, leading to a disconnect between the public and the state. Research examining the loss 

of trust in politicians in the United Kingdom over recent years found that the public is less trusting of 

politicians if they perceive the government to have failed to deliver on key policy objectives or they 

feel unrepresented by the two main political parties.76 A forthcoming report by Dame Sara Khan found 

that among people who said the social contract was broken, the top reasons were governments not 

delivering on promises, politicians not being trustworthy, and governments being unable to protect 

borders.77 Trust in institutions is also impacted by the public’s experience at a local level. A recent study 

exploring the link between place, trust and political behaviour found that political trust decreases 

when the public perceives their local neighbourhood as being neglected or in decline.78 

If the public loses confidence in the ability of governing bodies and public institutions to effectively 

represent their interests and meet their needs, this can reduce democratic participation.79 In turn, this 

can undermine the legitimacy of institutions, erode shared norms and values, and increase the appeal 

of extremist or non-democratic alternatives.80  

 
74 Khan DBE, Dame Sara, and Goodwin, Matthew. “Britain under Strain: The Broken Social Contract, Democratic 
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Increased use of technology and digital spaces 

The rapid advancement of digital technologies - particularly social media platforms and artificial 

intelligence - has impacted the social contract. Increased reliance on social media for social 

engagement reduces physical interaction while also connecting people with extreme and polarising 

views in largely unregulated digital spaces. This weakens physical social ties and intensifies 

polarisation.81 

The growing use of technology has also increased exposure to online hate and misinformation and 

disinformation, exacerbating societal divisions and amplifying the spread and visibility of conspiracy 

theories.82 The nature of online platforms allows harmful content to spread rapidly and widely, 

enabling local tensions to quickly escalate to a national and international scale, often resulting in long-

lasting effects on community relations.83  

Digital technologies not only contribute to the fraying of the social contract but also make the process 

of repairing it more difficult. Zintl and Houdret suggest that technology enables the social contract to 

evolve more rapidly, as information and opinions spread faster, allowing attitudes to shift more 

quickly.84 This reduces the time available for policymakers to respond effectively to emerging 

challenges, making renegotiations of the contract harder. Additionally, they argue that the increased 

use and reliance on digital technologies have expanded the scope of the social contract by introducing 

a transnational dimension that extends beyond national borders. This was supported by a foreign 

policy expert who highlighted how increased use of technologies and digital spaces has meant that it 

is easy and cheap to scale information to a global level while at the same time tailoring it to the hyper-

local context. This further complicates responses by making it less clear where the geographic 

boundaries of the social contract lie and who it applies to.85 

An unpredictable world 

The factors described above - socioeconomic inequalities, declining trust and confidence in institutions 

and fellow citizens - can erode the social contract over time, while the increased use of technology and 

digital spaces has the potential to accelerate this erosion. However, specific events can act as 

flashpoints, raising concerns and making underlying tensions suddenly more visible. More in Common 

(April 2025) suggests that eight in ten people believe the world is becoming more dangerous, noting 
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concerns about foreign affairs, terrorism and the unpredictability of world politics.86 These flashpoints 

tend to cluster around issues that already carry significant public anxiety, where a specific incident 

confirms or intensifies pre-existing grievances. They are typically characterised by a strong emotional 

or moral public response, rapid spread of information online, and a perceived or actual failure of the 

government. Rather than creating new divisions, these flashpoints expose and deepen those that 

already exist. 

The 2024 summer riots illustrate this. The triggering event, the Southport attacks, had no direct 

connection to asylum or immigration, yet the rapid spread of disinformation about the identity of the 

suspect, coupled with a widespread belief that the truth was being withheld from the public, directed 

public anger towards asylum accommodation, resulting in disorder across towns and cities. The lasting 

impact of this disorder on social cohesion is evidenced by Ipsos polling conducted in July 2025, a year 

after the riots, which found that immigration had become the greatest source of tension among 

respondents - a 9 per cent increase from the pre-Southport poll in June 2024, replacing differing 

political views as the primary source of tension.87  

 

Where is the fraying social contract felt most strongly?  

Some sections of society are more vulnerable to experiencing the impacts of a weakening social 

contract. In particular, this includes rural communities, individuals facing economic or social 

disadvantage and young people. This can manifest in people supporting insurgent or anti-

establishment political movements who promise a different society which meets their expectations of 

the social contract. 

Rurality 

Research conducted by British Future and the Belong Network found that those living in rural areas 

often feel less positive about national cohesion due to a lack of community spaces and lower social 

contact.88 The government’s Pride in Place Strategy highlighted how, over the last decade, many local 

communities have lost community spaces, such as libraries and pubs.89 Despite rural communities 
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being more affected, they are often neglected by decision-makers, with government policy largely 

being focused on more densely populated urban areas.90 

Socioeconomic status 

Deprivation weakens people’s relationships with both their communities and the state. Focus groups 

facilitated by British Future and the Belong Network found that participants from more deprived areas 

were more likely to report poor community relations, driven by high population turnover, crime, time 

pressures and fewer opportunities to socialise.91  

Financial hardship also undermines trust in institutions. In the British Social Attitudes Survey 41, 72 per 

cent of respondents who were struggling financially said that they ‘almost never’ trust politicians, 

compared to 49 per cent of those living comfortably. A Policy Exchange report found that individuals 

who are struggling financially also had the lowest levels of satisfaction and confidence in the police 

and criminal justice system, and the largest “toughness gap” between what they expect from the 

justice system and what they feel they receive.92  

Recent polling similarly suggests that perceptions of a broken social contract are more prevalent 

among those facing financial hardship. Two-thirds (66 per cent) of those who are financially struggling 

believe the social contract is broken, compared with 56 per cent of those who are very financially 

comfortable.93 However, this relatively small gap between these groups suggests that concerns about 

the social contract extend beyond economic deprivation and are shared across socioeconomic groups. 

Age 

Young people are more vulnerable to disengagement from their communities. Research conducted by 

British Future and the Belong Network found that only a quarter of 16- 24-year-olds believe that many 

people in their neighbourhood can be trusted, compared to 41 per cent across all age groups.94 

Feelings of national belonging are similarly weak, with only 19 per cent of 18-30 year olds reporting 

that a sense of Britishness was important to their identity, against 40 per cent of the general 

population.95  
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It has been suggested that this disengagement by young people from the social contract is a result of 

their inability to reach key life milestones, such as home ownership and having children, which have 

historically anchored people’s sense of having a stake in society.96 When the state is perceived as 

unable to deliver on these foundations, the social contract can lose its meaning.  

Political affiliation 

Supporters of insurgent or non-mainstream political parties appear to demonstrate heightened 

vulnerability to disengagement from the social contract and dissatisfaction with existing political 

institutions. Recent polling conducted by More in Common found that 83 per cent of Reform UK 

supporters and 67 per cent of Green Party supporters believe the social contract is broken, compared 

to 61 per cent of Britons overall. Research indicates that Reform UK voters demonstrate a heightened 

tendency to perceive social and political decline. They are also more likely to believe that things in the 

United Kingdom are getting worse, with 94 per cent holding this view, compared to 42 per cent of 

Labour voters.97 Furthermore, a survey conducted by Policy Exchange found that Reform UK voters are 

less satisfied with the NHS and the police, and more likely to believe health experts are trying to control 

their lives compared to supporters of other political parties.98 

The legitimacy of the government is also more contested among Reform UK voters than among voters 

of other political parties. More in Common polling conducted in 2025 found that a third (33 per cent) 

of Reform UK voters believe that Britain’s system of government is not a democracy, three times higher 

than the proportion of Conservative voters (11 per cent) and four times higher than the proportion of 

Labour voters (8 per cent).99 This frustration with the current system among Reform UK voters is 

evident in further polling, which found that Reform UK voters are more supportive of leaders who are 

willing to break the rules. A third (33 per cent) of Reform UK voters agree that the United Kingdom 

needs a leader who is willing to break the rules, compared to 16 per cent of Conservative voters and 9 

per cent of Labour voters. 

 

Conclusion  

The social contract is fraying, particularly evident in distrust of politicians and government and 

declining trust in institutions and public services, as well as concerns about the state of democracy and 

falling democratic participation. British people report weakening connections to a national identity 

and high levels of social division that affect minority communities, often intensified by perspectives on 
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immigration. There is also a belief amongst the public that politicians do not do enough to facilitate 

integration and cohesion.  

However, the evidence also points to some strengths. Strong local relationships, civic participation, 

and examples of collective action during times of crisis demonstrate that the foundations for a stronger 

social contract remain in place. The challenge for the government is to rebuild trust, strengthen social 

cohesion, and harness existing civic engagement to improve the UK’s preparedness and resilience to 

crises.
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Section 2: The threat posed by extremists, hostile foreign actors and bad-faith 

actors 

Malign actors will seek to engineer or exploit crises to destabilise the United Kingdom and advance 

their own agendas. This pattern can be seen across a range of recent incidents. For example, in the 

aftermath of the stabbing of Stephen Ogilvie in Belfast in June 2026, footage of the incident was widely 

shared on social media and was accompanied by false images of the victim.100 The attack became the 

focus of a narrative about the so-called “back door” to Britain, which was rapidly amplified online. The 

subsequent spread of this online content has been associated with disorder in the city, including 

attacks on property and violence directed at immigrant communities. 

Similar dynamics were observed following the Southport attack, where extremists, hostile foreign 

actors and bad-faith actors sought to use the tragedy to use and amplify misinformation and far-right 

messaging and organise and encourage protests and rioting around the United Kingdom. Bad-faith 

actors were able to escalate a local tragedy into a national crisis. This evidences the willingness and 

capability of such actors to either exploit crises or engineer responses to events that divide 

communities and undermine public confidence in our democratic institutions and processes. 

 

The current threat posed by extremists, hostile foreign actors and bad-faith actors 

Over the last ten years, the threat to the United Kingdom posed by extremists, hostile foreign actors 

and bad-faith actors has grown in both scale and diversity, and the nature of the threat has evolved in 

ways that make it harder to identify and counter. There has been an increase in and diversification of 

extremism in the United Kingdom. In 2024/25, the number of referrals to Prevent was 8,778; this was 

the highest number of referrals to Prevent in any year.101 The range of ideologies and movements 

posing a threat has also expanded, encompassing far-right extremism, Islamist extremism, Incel 

subculture, and increasingly, individuals displaying ‘mixed, unstable or unclear ideology’. This can be 

seen in the recent popularity of ‘com networks’ - online networks of predominantly teenage boys 

seeking to inflict harm and engaging in a range of criminality without a unifying ideology.102 There has 
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also been an increase in extremism as a result of recent global events and challenges, such as the 

Israeli-Palestinian conflict and the global impacts of climate change.103 

Extremists have increasingly ‘intellectualised’ their rhetoric to appear more reasonable and appeal to 

a broader, more mainstream audience.104 The use of social media, gaming platforms, influencers, and 

creative tools such as memes has made divisive narratives more engaging, particularly for younger 

audiences. The rise of technology has also made harmful content more accessible and prevalent. 

Online platforms allow extremists and bad-faith actors to operate simultaneously at a local, national 

and international level, while algorithms amplify harmful content and generative artificial intelligence 

has lowered barriers to its production.105 106 The cumulative effect is that harmful content has become 

more prevalent, more accessible and more difficult to distinguish from legitimate discourse. 

Experts who took part in a roundtable as part of this research highlighted how there is also an 

increasing threat from bad-faith actors who are spreading misinformation and disinformation purely 

for financial gain or to build online influence. This has emerged as the result of the monetisation of 

social media - the ability to make money through content on social media provides a motivation for 

generating or sharing content that will receive high engagement. This tends to be content that is highly 

emotive, divisive or exploits public uncertainty surrounding specific issues. These actors include 

influencers both within the United Kingdom and abroad, and proxies paid by hostile foreign actors. For 

example, during a period of violence in Leicester in 2022, Islamist influencers, mostly operating outside 

of Leicester, spread disinformation to grow their online influence.107 

There has been a rise in hostile foreign actors carrying out a range of hostile activities, including 

technological disruption, disinformation campaigns and kinetic attacks, often with the aim of sowing 

division, deepening mistrust and undermining democracy.108 Commenting on the extent of the threat, 

an expert interviewed as part of this research stated that interference by hostile foreign actors in the 

resilience of the United Kingdom is happening “continually”. This aligns with recent threat assessments 

from UK intelligence, with the MI5 Director General Ken McCallum warning that hostile foreign actor 

activity is escalating and that MI5 is dealing with these threats “every day”, and that foreign hostile 

actors attempt to “sow the seeds of violence, chaos and division here in the UK”.109 This has included 
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increases in countries such as Russia, Iran and China attempting to manufacture crises in the United 

Kingdom by using proxies to carry out a range of kinetic and non-kinetic attacks, such as the arson 

attacks against properties connected to Prime Minister Sir Keir Starmer. This increase has been linked 

to global events, particularly the invasion of Ukraine and recent escalations in the Iran-Israel conflict.110  

As with the threat from extremists and bad-faith actors, the nature of the threat posed by hostile 

foreign actors has also evolved in nature, with a growing diversification in the types of attacks being 

carried out. In particular, there has been a rise in hostile states conducting disinformation campaigns 

designed to sow or deepen societal divisions or manipulate public discourse in order to undermine 

democratic values and processes.111  

An example of Russian interference is Operation Overload, which seeks to undermine public trust in 

institutions by impersonating credible sources. It also contacts researchers and fact-checkers to 

overwhelm them and divert their attention.112 The seriousness of this disinformation threat from 

Russia was recently highlighted at an event in the House of Commons marking the launch of the report, 

‘Disinformation, UK democracy and attitudes toward Ukraine and Russia in the UK’. The discussion 

emphasised how countering the threat from Russian propaganda is now inseparable from defending 

democracy in the United Kingdom.113 There are also indications of Iranian involvement in 

conversations relating to Scottish independence - in 2025, after Israeli air strikes caused an internet 

blackout in Iran, social media accounts that had been posting hundreds of messages per week 

supporting Scottish independence or criticising the United Kingdom suddenly went quiet.114 

There is also a rising threat of foreign interference from the United States. The United States’ 2025 

National Security Strategy (NSS) has made it clear that the Trump administration intends to intervene 

in politics in the United Kingdom and Europe, ostensibly to preserve free speech and prevent political 

oppression.115 An article by RUSI has stated that this threat of foreign interference from the United 

States is significant, with the “potential to eclipse the Russian threat in scale and effectiveness”.116 This 

interference was evident after the Southport riots - a report published by the US State Department 
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raised concerns that interventions introduced by government officials in the United Kingdom after the 

Southport riots intended to “chill speech". There have been recent instances where high-profile figures 

in the United States have deepened societal divisions through misinformation and disinformation in 

the United Kingdom. For example, in September 2025, Elon Musk addressed a far-right rally in the 

United Kingdom, warning the “reasonable centre” that “whether you choose violence or not, violence 

is coming to you. You either fight back or you die”.117  During the Belfast riots in June 2026, Musk used 

X to amplify calls for protest from anti-immigration activist Tommy Robinson, telling his followers that 

“only by protesting REPEATEDLY and LOUDLY will there be any change”. According to analysis from the 

Center for Countering Digital Hate (CCDH), posts by Musk and other prominent anti-immigration 

figures relating to the Belfast unrest received more than 115 million views, with Musk alone accounting 

for 64 million views.118 The CCDH concluded that Musk’s amplification had been “instrumental” in 

driving the visibility of this content, highlighting the ability of influential actors from abroad to shape 

public discourse and intensify societal tensions here in the UK in times of emergency.  

Harmful content from extremists, hostile foreign actors and bad-faith actors is becoming more 

prevalent, accessible and engaging. As exposure grows and content becomes more appealing, 

acceptance of divisive extremist narratives, conspiracy narratives and disinformation among the public 

is more likely. Research conducted in 2023 found that around one-third of adults in the United 

Kingdom believe in various conspiracy theories, including those related to the far-right ‘Great 

Replacement’ theory.119 The susceptibility of the public to misinformation and disinformation was 

highlighted by research carried out by the Alan Turing Institute which found that the majority of the 

public do not trust mainstream news, with 20 per cent saying they do not trust them at all, and 42 per 

cent saying they do not trust them very much, indicating a vulnerability to alternative media sources.120 
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Case study: Southport attack  

The actions of extremists, hostile foreign actors and bad-faith actors were demonstrated in the 

aftermath of the 2024 Southport attack, a knife attack at a Taylor Swift-themed dance and yoga 

workshop in Southport, England, in which three children were killed and several others were injured. 

The attack was followed by violence and disorder that spread across the United Kingdom, in part 

enabled by these actors. However, as well as violence and disorder, large numbers of the public 

mobilised to peacefully counter-protest, demonstrating how during crises there are also attempts by 

good-faith actors to bring people together and foster tolerance. 

 

Extremist: On 29 July, in the hours following the Southport attack, a group called ‘Southport Wake Up’ 

was set up on the Telegram messaging app. The group organised the first protest in Southport, which 

subsequently escalated into a riot, and shared other protest locations - including a list of dozens of 

refugee centres. Within days, the group had grown to 14,000 members. 

Charles-Emmanuel Mikko Rasanen, known as Mr AG, was an administrator in the group. Mr AG is a 

neo-Nazi who lives in Helsinki, Finland. He promotes the Nordic Resistance Movement, a neo-Nazi 

group that has been banned in Finland, and has links to Patriotic Alternative (PA), a nationalist group 

in the United Kingdom. 

Mr AG played a key role in leading the chat and inciting disorder, including sharing a manual on how 

to commit arson, how to avoid the police, and encouraging violence against Muslims and Jews.121 

 

Hostile foreign actor: Russian-backed actors appear to have used social media to amplify far-right 

narratives, with the aim of fuelling tensions, exacerbating disorder and increasing polarisation. This 

Russian-backed activity reportedly involved the use of bots to repeatedly like, repost and engage with 

divisive posts and to post polarising comments in order to trick social media algorithms into assessing 

an opinion as more widespread than it actually was. As a result, inflammatory content gained greater 

visibility and spread across social media, driving engagement from both supportive and opposing 

audiences, increasing polarisation.122  

There was also interference from non-state foreign actors, with social media accounts based in other 

countries contributing to the spread of disinformation following the attack. For example, in the hours 
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after the attack an online Indian news website called ‘Upuknews’ shared a retweet of a LinkedIn post 

in which a Southport resident wrongly implied that his children witnessed the attack and called for the 

borders to be closed. ‘Upuknews’ described the LinkedIn post as “confirmed”, with the content 

receiving half a million views.123 

 

Bad-faith actor: On 30th July, taxi driver Andrew Robert McIntyre sent messages via Telegram on the 

‘Southport Wake Up’ group encouraging others to participate in disorder in Southport. In one post 

McIntyre wrote "Rise Up English Lads. 8pm tomorrow St Luke's Rd Southport." while in another he 

wrote "Message to All ... Stand in our way, even if you're just doing your job ... prepare to fall."124 

McIntyre also participated in the violent disorder that broke out in the evening of 30th July. McIntyre 

was jailed for seven and a half years for encouraging violent disorder and criminal damage.125 

 

Good-faith actor: On Wednesday 7th August 2024, thousands of people gathered in towns and cities 

across England and Wales protesting against the spread of racism, hate and violence following the 

Southport attack.126 Peaceful protestors assembled in locations where anti-immigrant protests had 

been planned, far outnumbering the extremists and bad-faith actors. They held up signs saying, 

“refugees welcome” and “stop the far right”.127 Speaking the following day, Metropolitan Police 

Commissioner, Sir Mark Rowley, stated that the success of the policing operation was partly a result 

of “the show of unity from communities”.128 

 

How do extremists, hostile foreign actors and bad-faith actors exploit declining trust, 

weakened social cohesion and democratic fragility? 

As well as making the public more responsive to misinformation, a decline in trust and confidence in 

institutions also increases engagement with the harmful content that is disseminated or amplified by 

extremists, hostile foreign actors and bad-faith actors. This is because individuals may lose faith in 
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official sources and look to alternative sources for information. This content includes hate speech, 

conspiracy narratives and disinformation, and aims to reinforce the feeling that no one is telling the 

truth.129 Growing distrust then weakens the ability of authorities to effectively counter this content, 

creating a self-perpetuating cycle where the opportunities presented to such actors serve to further 

amplify their influence, thereby increasing the fragility of the social contract and democratic decline.130 

Furthermore, a lack of social cohesion or feelings of being let down by mainstream politics may result 

in individuals deliberately turning to alternative narratives and communities in search of identity, 

solidarity or as a means of protection against perceived threats.131 Research exploring the recent 

mainstreaming of extremism found that several of those interviewed who had joined extremist groups, 

including members of incel communities and white nationalist groups, stated that they had initially 

joined to find a sense of belonging and to combat feelings of loneliness, rather than for ideological 

reasons.132 Turning to alternative narratives as protection against perceived threats was evident during 

violence between members of the Hindu and Muslim communities in Leicester in 2022. An inquiry into 

the disorder found that divisions between members of the Hindu and Muslim communities escalated 

to widespread fear about the perceived enemy, which in turn led individuals to adopt narratives that 

promoted communal allegiance over civic solidarity.133 

The engineering of crises by extremists, hostile foreign actors, and bad-faith actors to undermine the 

social contract has also been observed in other countries. In September 2025, at least 19 Russian 

drones entered Polish airspace. An expert we interviewed explained how this kinetic attack was 

accompanied by coordinated information attacks that sought to undermine Polish support for Ukraine 

- in the hours after the drone incursion, social media accounts began spreading false pro-Russian 

narratives that blamed Ukraine for the incursion. 

The role of technology 

Technology plays a significant role in enabling extremists, hostile foreign actors and bad-faith actors 

to exploit these opportunities across social media, private messaging, chatbots and traditional media. 

The rapid advancement of technology has fundamentally changed the information environment.134 An 
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expert we interviewed highlighted how this has created opportunities for extremists, hostile foreign 

actors and bad-faith actors as it has led to the decentralisation of media outlets and created a space 

for alternative actors to shape the narrative about what is happening in society. This has been 

exacerbated by the downsizing of traditional media organisations, driven by a continued decline in 

investment in the sector. 

Technology enables the rapid proliferation of misinformation, disinformation and extremist content 

through a range of mechanisms, including the use of artificial intelligence to generate and circulate 

fabricated images widely on social media platforms, and through the use of bots and algorithms to 

amplify, repeatedly engage with and further disseminate misinformation and disinformation initially 

posted by other users on social media.  Algorithms determine which content to display to users by 

ranking signals such as likes, comments, and shares.135 This reliance on engagement metrics often 

results in the promotion of emotive or controversial material ahead of accurate content. As a result, a 

feedback loop is established that amplifies polarising narratives, increasing social media users' 

exposure to extremist content.136 Furthermore, because users do not know whether the content they 

are seeing is being recommended by an algorithm, they are often less discerning than they otherwise 

might be. This can result in harmful content becoming mainstreamed. Extremists, hostile foreign actors 

and bad-faith actors exploit algorithms by deliberately engaging with polarising and harmful content, 

particularly during times of crisis or emergency. This manipulation is intended to skew algorithms and 

push more harmful material into wider circulation. For instance, there is evidence that this tactic was 

employed by Russian-backed foreign actors during the Southport riots.137 

The way that individuals engage with technology is constantly evolving, and this influences the 

methods extremists, hostile foreign actors, and bad-faith actors use to exploit and generate crises. A 

2025 Ofcom survey exploring the use of and attitudes towards media among adults in the United 

Kingdom found that active engagement with social media is decreasing, suggesting that in the long 

term, misinformation and disinformation on social media may become increasingly ineffective. In 

2025, under half (49 per cent) of adults reported posting and commenting on social media, compared 

to 61 per cent in 2024.138 Social media experts have suggested that this trend reflects a shift towards 

the public using more private spaces, such as group messages and direct messages, to communicate 

and share information.139 This shift will bring new challenges, as highlighted by an expert we 
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interviewed who pointed out that the private nature of these online spaces will make it challenging 

for authorities to monitor, engage with or counter the narratives being disseminated. 

In contrast, the use of AI tools, such as ChatGPT, Copilot or Gemini, has continued to rise. In 2025 more 

than half (54 per cent) of adults reported using AI tools, compared to less than a quarter in 2023 (23 

per cent).140 Furthermore, a 2026 report by the Centre for Emerging Technology and Security (CETaS) 

found that during recent crises, the use of AI chatbots to obtain information has been widespread.141 

This increasing reliance on AI tools as sources of information creates new opportunities for extremists, 

hostile foreign actors and bad-faith actors. The report by CETaS highlighted how, during recent crises, 

actors, including hostile foreign actors, have attempted to manipulate the information provided by AI 

chatbots to users in real-time, resulting in the amplification of inaccurate and harmful content.  

The increased use of technology has also given a considerable amount of power to private actors who 

control digital infrastructure or systems. This power can, and has been, used to interfere in both the 

domestic and foreign policies of other states, with very little democratic accountability.142 For example, 

Elon Musk allegedly sabotaged a Ukrainian drone attack targeting Russian occupying vessels by cutting 

off the Starlink satellite internet service near Crimea. Furthermore, platforms such as X and Meta have 

substantially reduced their online safety operations, such as cutting fact-checking teams, thereby 

enabling the spread of harmful content.143 

Misinformation and disinformation  

The use of online misinformation and disinformation has been a key factor in enabling extremists, 

hostile foreign actors and bad-faith actors to deepen divisions and undermine democratic norms and 

values. Although primarily disseminated across online spaces, there is also evidence of traditional 

media contributing to this spread, whether through inadvertent reporting or intentional 

amplification.144 A notable instance occurred in November 2025, when GB News aired an interview 

with President Donald Trump. The broadcast, which included various inaccurate assertions regarding 

climate change and energy, was subsequently found to be in breach of the Ofcom Broadcasting 

Code.145 An expert interviewed as part of this research explained that misinformation and 

disinformation campaigns are designed to exploit human biases by producing content that is negative 

 
140 Office of Communications, “Adults’ Media Use and Attitudes Report.  
141 Stockwell, Sam., Janjeva, Ardi., and McDonald, Broderick. “Adding Fuel to the Fire: AI Information Threats and 

Crisis Events.” Centre for Emerging Technology and Security. (2026). 
142 Seger, Elizabeth., Perry, Hannah. And Hancock, Jamie. “Epistemic Security 2029: Fortifying The UK's 

Information Supply Chain To Tackle The Democratic Emergency.” Demos. (2025). 
143 McMahon, Liv., Kleinman, Zoe. & Subramanian, Courtney. “Facebook and Instagram get rid of fact checkers.” 

BBC. (2025).; Hajjaji, Danya. “Twitter reportedly makes more cuts to online safety teams”. The Guardian. (2023). 
144 Surawy Stepney, Eva., and Lally, Clare. “Disinformation: sources, spread and impact.” UK Parliament. (2024). 
145 Ward, Bob “Trump interview on GB News was full of falsehoods about energy and climate change.” London 

School of Economics. (2025). 
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or agrees with pre-existing beliefs held by the target audience. In recent years, this content has focused 

on trust in government and reinforcing psychological group boundaries.   

Far-right groups and hostile foreign actors have also used disinformation to undermine democratic 

resilience by portraying the United Kingdom as a country that is in decline. This exploits individuals' 

fears of the state of the United Kingdom, particularly around the impact of immigration and safety. For 

example, new research found evidence that Chinese- and Russian-backed foreign actors have been 

sharing disinformation online that portrays London as a dangerous city. This disinformation includes 

AI-generated imagery that shows emotive content, such as an arcade machine in Croydon filled with 

knives.146 

The impact of this disinformation was recently highlighted by the Mayor of London, Sir Sadiq Khan, 

who, speaking at the Cambridge Disinformation Summit, said that the erosion of trust in the city of 

London and its institutions makes it “easier and easier for them [extremists] to twist online anger into 

offline violence”.147 This has coincided with Sir Mark Rowley, the Metropolitan Police Commissioner, 

raising concerns about the role of AI-generated disinformation in shaping public perceptions of crime 

and safety in London. Writing in The Times in January, the Commissioner warned that “despite claims 

circulated online, including AI‑generated videos creating fictional violent scenarios, some 

commentators promote a narrative that suits them, regardless that the facts tell a very different story”, 

adding that “it is not a matter of opinion or messaging; it is what the data shows.”148 Despite crime 

reducing, disinformation can skew public opinion on crime and safety. A YouGov poll found that 61 per 

cent of Britons consider London an unsafe place to live, a striking difference from the 63 per cent of 

Londoners who say the capital is safe.149 

Transnational influences 

The transnational nature of technologies has expanded the reach of extremists and hostile foreign 

actors, enabling them to provide alternative sources of identity and belonging that can appeal to 

individuals whose attachment to institutions and sense of belonging in the United Kingdom has been 

weakened or is perceived to be under threat. For example, in the case of the violence and disorder 

that broke out in Leicester in 2022, polarising narratives from abroad situated local tensions within 

broader ideological conflicts involving India, Pakistan, Kashmir and Bangladesh.150 The result was that 

the local tension became dominated by ‘imported’ narratives that emphasised differences and 

encouraged mobilisation, resulting in heightened perceptions of polarisation.151  

 
146 Kelly, James. W. “Mayor warns of London 'disinformation blizzard.” BBC. (2026). 
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149 YouGov. “Most Britons think London is an unsafe place to live – Londoners disagree.” YouGov. (2026) 
150  Bhatt, Chetan., Puri, Vedika., et al. “Understanding the 2022 Violence in Leicester.” Better Together. (2026). 
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Case study: The 2022 violence in Leicester 

In August and September 2022, violent clashes occurred between members of Hindu and Muslim 

communities in Leicester.152 This disorder followed months of escalating tensions, beginning with the 

violent attack of an 18-year-old Muslim man by a group of Hindu youths on 22 May 2022.153 

An independent inquiry into the events concluded that the violence was driven by an erosion of trust 

between communities. This decline in cohesion was the result of multiple factors, including economic 

hardship, shifts in the demographic profile of the local population, and a failure of local leaders to 

address the escalating tensions. These divisions were exacerbated by transnational ideologies 

grounded in supremacist beliefs, which were disseminated by a range of foreign actors, including Hindu 

nationalists, prominent political Islamist influencers and Hindutva-aligned media. Their aim was to 

exploit the opportunities created by the division and disorder to advance their own political agendas 

and enhance their public profiles. The dissemination of these narratives contributed significantly to 

increased polarisation between groups.154 Following the initial incidents, the rapid spread of 

misinformation and disinformation acted as an ‘accelerant’, intensifying distrust and contributing to 

the escalation of violence.155 

The narratives being spread were more readily accepted due to weakened social ties and a lack of 

confidence in institutions. This was compounded by perceived failures in leadership; for example, after 

the attack on 22 May, police were involved, but no charges were brought against the suspects. This 

created resentment among some Muslim groups who viewed it as a hate crime that had gone 

unpunished. This illustrates how a weakened social contract provides opportunities for extremists, 

hostile foreign actors and bad-faith actors to exploit crises, which in turn further erodes trust, increases 

division and creates a reinforcing cycle of instability. 

 

Technology has also made it significantly easier for hostile foreign actors to exert influence across 

borders. For example, Elon Musk addressed crowds of over 110,000 people during a far-right rally in 

2025 via video link, demonstrating how the global reach of technology allows hostile foreign actors to 

influence public opinion in real time without being physically present.156 Furthermore, the United 
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Kingdom’s reliance on technology originating from other states, such as the United States and China, 

creates further opportunities for interference and increases the risk of coercion.157 

Hostile foreign actors may also seek to exploit the state of the social contract in the United Kingdom 

through financial influence and interference in political processes. The Rycroft Review identified that 

this interference has two broad aims: to gain direct leverage over political parties and processes; and 

to attempt to create division and distrust among the wider public.158 In a context of declining trust in 

government and institutions and increasing polarisation, such interference has the potential to 

heighten social and political tensions and further undermine the United Kingdom’s democratic 

resilience. Moreover, perceptions that political influence can be bought, or that foreign actors can 

exert undue influence over the country’s democratic processes, may contribute to further 

deterioration of the social contract and trust in democracy.  

 

Conclusion 

From misinformation and disinformation to financial interference, malign actors have a range of 

methods with which to further fray the social contract and undermine social cohesion and democratic 

resilience. Enabled by technology and the use of digital spaces and propagated by transnational 

influences, malign actors pose an endemic threat to our social contract and will exploit vulnerabilities 

at times of crisis.

 
157 Corera, Gordon. “How China really spies on the UK.” BBC. (2025). 
158 Ministry of Housing, Communities & Local Government. “The Rycroft Review: Report of the independent 
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Section 3: Crisis scenarios 

Crises are shocks, incidents, threats or challenges that result in harm to people, damage to the 

environment, or risks to national security. They often require a coordinated response from multiple 

sectors and organisations, particularly where statutory responsibilities under the Civil Contingencies 

Act 2004 are engaged. Examples include terrorist attacks, major accidents, natural disasters and severe 

weather events, and public health emergencies.  

 

Table 1: Crisis examples  

Terrorism Major accidents/ 

disasters 

Natural disasters and 

severe weather 

Public health 

emergencies 

7/7 London bombings 

(2005) 

Buncefield Oil Depot 

Explosion (2005) 

Summer floods (2007) Swine Flu Pandemic 

(2009) 

Westminster Bridge 

Attack (2017) 

Grenfell Tower Fire 

(2017) 

Storm Ciara and Storm 

Dennis (2020) 

Covid-19 pandemic 

(2020-2022) 

 

These types of risks are exemplified in the National Risk Register and will be considered in the 

Community Risk Registers developed by local resilience partners (e.g. Local Resilience Forums). These 

risk registers cover scenarios and outcomes, key assumptions for those scenarios, their likelihood, 

impact, response capability requirements/controls and recovery. 

Crises provide opportunities for extremists, bad-faith actors and hostile foreign actors. The stability of 

the United Kingdom and its democracy are being targeted by these actors, and we can anticipate that 

they will continue to exploit any weaknesses, whether these are crises or contested political issues. To 

understand the United Kingdom’s level of national preparedness for crises and how the fraying social 

contract enables crises to be exploited, or even engineered, by malign actors, three possible crisis 

scenarios were developed by Crest and presented to experts in two roundtable sessions. 
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Scenario 1: A natural disaster crisis 

A natural disaster crisis 

A major flood affects a region in the United Kingdom. Rumours are spread online claiming that the 

government is concealing the true extent of the crisis, enabled by AI-generated content. This content 

includes fabricated images of submerged neighbourhoods that the government is apparently “hiding”. 

There is also fake footage of emergency supplies being directed to wealthier areas. Misleading 

information is circulated about evacuation routes and relief centres, which direct people away from 

genuine aid provided by the government. 

 

The National Risk Register (NRR) includes flood risks as part of its assessment of significant potential 

acute risks to the United Kingdom.159 Further details of this scenario were derived from evidence 

relating to a major flood that affected southwestern Poland in 2024. An expert interviewed as part of 

the research explained how misinformation and disinformation surged by 300 per cent after that 

incident, with bad-faith actors spreading disinformation claiming that hundreds of people were dead 

and that the Polish government was hiding the real number of casualties. There was also 

disinformation that provided inaccurate information about where the public could evacuate to and get 

help. 

Experts who participated in the roundtable reflected that, broadly speaking, the United Kingdom is 

prepared for a flooding incident. Many local authorities, in collaboration with Local Resilience Forums 

(LRFs), have well-established flood management plans in place. Flood management plans include how 

local authorities prepare for potential flooding incidents, manage events on the ground when they 

occur and support recovery following the event.160 However, some experts highlighted gaps in 

preparedness, specifically regarding the long-term response and the support provided to the most 

vulnerable groups in a crisis, for example, those experiencing high levels of economic deprivation. 

Experts agreed that the key challenge in this scenario would be effectively countering the 

misinformation and disinformation being spread by malign actors. They highlighted that the fraying of 

the social contract has meant that government and institutions, such as the police and mainstream 

media, are no longer widely trusted sources of information. During a crisis, the public actively seeks 

out information in good faith to understand how to protect themselves and others. However, where 

trust in the government and official sources is low, people are more likely to turn to alternative sources 

of information that are less regulated and more vulnerable to false or misleading information. 

 
159 HM Government. “National Risk Register 2025 Edition”.GOV.UK. (2025)  
160 Local Government Association. “Responses Guidance on responding to flood risk.” Local Government 

Association. 
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Furthermore, experts reflected that reduced trust and feelings of safety make the public more 

receptive to information that reinforces their existing fears. They pointed to the example of the Oxford 

Circus panic in 2017 - when mass panic broke out on Oxford Street after an altercation between two 

men on a tube platform was falsely reported as gunshots - to illustrate how declining trust can increase 

this receptiveness and, in turn, generate a crisis in its own right.161 In this case, misinformation was 

able to generate mass panic because of heightened public fears about terrorism at the time - there 

had already been five high-profile terrorist incidents in the United Kingdom that year and the official 

terrorism threat level was ‘critical’, the highest level.162 The United Kingdom was in a febrile state, 

lowering the threshold for a public response to a perceived terrorist threat. 

Experts suggested that the absence of robust measures to effectively counter misinformation and 

disinformation would also hinder the government's response in this scenario. They highlighted the 

need for the government to make greater use of technology to identify, monitor and counter false or 

misleading information, while noting that the capabilities at their disposal are not being used to their 

full potential. At the same time, experts recognised the challenge of removing harmful content, given 

that the government is almost entirely reliant on cooperation from platforms.  

As well as highlighting key challenges in responding to this scenario, experts also discussed possible 

solutions. They agreed that to mitigate the impact of declining trust in government, work needs to be 

done to identify and maximise the visibility of those who are perceived to be trusted voices. An expert 

explained that using a public figure who is representative of the group being targeted by the 

misinformation or disinformation campaign is an effective way of countering it, with sportspeople or 

non-political celebrities in particular tending to be perceived as more trustworthy than politicians. The 

risk remains, however, that these individuals may be subject to manipulation by third parties or 

deepfake hoaxes. In relation to the technological measures that could be implemented to counter 

misinformation and disinformation, experts proposed using digital watermarking to verify the 

authenticity of online information and using AI tools to detect problematic content at scale. It was 

acknowledged that greater transparency is needed around the crisis protocols employed by platforms 

for the government to be able to effectively implement technological solutions. 

Overall, there was agreement that the greatest risk in this scenario is not the flooding itself but the 

spread of misinformation and disinformation by malign actors. Experts suggested that the inability to 

effectively counter the misinformation and disinformation being disseminated would likely result in an 

escalation of the crisis in the short-term and, in the longer-term, an undermining of social cohesion 

and democratic resilience.  

Participants highlighted that this risk is not adequately reflected in current national resilience planning. 

While existing frameworks such as the National Risk Register (NRR) assess the likelihood and potential 

 
161 BBC. “Oxford Circus: Platform ‘altercation’ caused tube panic.” BBC. (2017). 
162 Ibid. 
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impact of a broad range of risks, there is limited accounting for the ways in which misinformation and 

disinformation can amplify emergencies. As a result, there is a gap in resilience planning as the 

information environment itself is not treated as a critical risk and its governance is not an integral 

component of crisis preparedness and response.   

Experts noted that this gap is problematic given that misinformation and disinformation now have the 

potential to become major drivers of crisis escalation. Hurricane Helene in the United States in 2024 

illustrates this clearly - the spread of misinformation and disinformation during the crisis not only 

undermined the effectiveness of aid provision and management but it also amplified divisions in 

society. Anti-Semitism increased as bad-faith actors spread disinformation that claimed that Jewish 

officials were withholding funds from Americans in order to redirect them to Israel.163 Other narratives 

amplified divisive issues, such as support for the war in Ukraine, by claiming that the government did 

not have the funds to support those affected due to aid being sent to Ukraine.164  

 

Scenario 2: A constitutional or political crisis 

A constitutional or political crisis 

Hostile foreign actors, domestic extremists or bad-faith actors spread disinformation following a 

contested general election result in which no party wins a majority. Rumours are spread online about 

voter fraud, enabled by AI-generated content, e.g. images of broken or hidden ballot boxes in 

constituencies with close results, or footage of non-white ‘family voting’. A day of action in protest at 

the ‘stolen’ election is organised by a populist party with demonstrations planned in central London 

and in constituencies the party had expected to win, which have community tensions along ethnic 

lines. 

 

In the National Risk Register (NRR), an attack on the democratic processes of the United Kingdom is 

considered a significant potential risk.165 This scenario was drawn from the NRR’s risk assessment and 

evidence of previous interference in elections in the United Kingdom and abroad. This included 

interference during the 2024 General Election, when bot-like accounts linked to Russia employed 

methods to stir up confusion and provoke emotional reactions around key campaign issues, such as 

the war in Ukraine and immigration. 

 
163 Institute for Strategic Dialogue. “Hurricane Helene brews up storm of online falsehoods and threats.” Institute 

for Strategic Dialogue. (2024). 
164 Ibid. 
165 HM Government. “National Risk Register 2025 Edition”. GOV.UK. (2025)  
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Experts were broadly of the view that the United Kingdom is more resilient to election interference 

than many comparable democracies. In particular, experts highlighted how the United Kingdom’s Joint 

Election Security and Preparedness Unit (JESP) is effective at improving domestic systems' ability to 

counter interference throughout the election cycle and that these processes have been promoted with 

European allies as examples of best practice. Furthermore, experts suggested that the public may be 

less receptive to false and misleading information disseminated in this scenario due to the high levels 

of public confidence in core democratic principles - 93 per cent of the British public perceive elections 

to be fair.166 

However, others suggested that there is a risk of being complacent about this scenario, especially given 

the risk that this scenario could lead to violent protests. Experts highlighted that while foreign 

interference in democratic processes is often part of a long-term strategy that develops over several 

years, the current government response can be reactive - focusing on countering the threat in relation 

to specific political events, such as general elections.  

Despite suggestions that the public would be less receptive to the misinformation and disinformation 

being spread in this scenario, there was agreement that countering the spread of harmful content 

remains a challenge. In particular, experts highlighted the role that text-based AI services have played 

in disseminating misinformation and disinformation during election periods. For example, on a single 

day during the 2026 Scottish pre-election period, more than one third (34 per cent) of responses to 

relevant prompts across five text-based AI services (ChatGPT, Google Gemini, Google AI Overviews, 

Grok and Replika) contained factual errors. These errors included a made-up expenses scandal and 

giving the wrong election date.167 Experts explained that the lack of regulation of these online spaces 

makes it challenging for the government to counter the threat. 

In terms of solutions, experts recommended making greater use of communication methods that have 

been shown to be effective during election campaigns, such as leafleting.168 It was suggested that the 

government could use these methods to create clear and accessible information resources explaining 

democracy, how it works, the records of political parties, election results and the factors that 

contributed to those results. Experts also proposed introducing training and support for teachers on 

how to facilitate conversations in schools about democracy, politics and media literacy. They argued 

that this would help to build resilience against misinformation and disinformation related to 

democratic processes. As an example of good practice, experts highlighted Finland’s long-term, cross-

sector investment in media literacy and critical thinking. These skills are embedded throughout the 

education system, across subjects and educational stages, helping individuals to critically evaluate 
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information, distinguish facts from fiction, and develop the necessary skills for informed decision-

making and democratic participation.  

Another example highlighted by experts is VIGINUM (the Service for Vigilance and Protection against 

Foreign Digital Interference) in France.169 Established in response to growing concerns about the 

impact of foreign information manipulation on democratic processes, VIGINUM is responsible for 

detecting and characterising foreign digital interference that may influence the public debate. In 

addition to providing the State with technical and operational capabilities against foreign digital 

interference, VIGINUM also contributes to informing the public and educating them about the media. 

While Finland demonstrates the value of long-term investment in citizens' media literacy and critical 

thinking skills, France’s VIGINUM illustrates the importance of funding technological capabilities to 

identify and counter organised disinformation campaigns by malign actors. Together, these examples 

suggest that strengthening democratic resilience requires both an informed public and government 

capacity to detect and respond to digital information threats.  

Overall, it was suggested that while malign actor interference in democratic processes is already 

happening, the United Kingdom is, to a large extent, prepared to counter it. Experts reflected that this 

resilience is underpinned by a strong public commitment to democratic values. As a result, experts 

noted that for such a scenario to escalate significantly, the dissemination of misinformation and 

disinformation would likely require the involvement of actors who possess broader public trust and 

credibility, such as major foreign powers. 

 

Scenario 3: A security crisis 

A security crisis 

A polarising political figure is killed, triggering a rapid and emotionally charged public response amidst 

uncertainty about responsibility or motivation. Extremists and bad-faith actors move quickly to exploit 

the crisis, amplifying divisive narratives and directing public anger. Extremist groups use the event to 

recruit, radicalise and mobilise, framing the assassination within their own ideological narratives and 

using it to justify further violence. Extremists frame the assassination as an attack on their way of life, 

mobilising their supporters and driving hostility towards minority communities.  

 

 
169 Secrétariat général de la défense et de la sécurité nationale. “Les missions de VIGINUM.” Secrétariat général 

de la défense et de la sécurité nationale. (English translation accessed). (2026).   

https://www.sgdsn.gouv.fr/viginum/comprendre-viginum/les-missions-de-viginum
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The assassination of a high-profile figure is included as an acute risk in the National Risk Register (NRR). 

The NRR assesses this scenario as less impactful than the previous two scenarios, but more likely.170 

This scenario was developed based on insights from expert interviews, which discussed similar 

incidents in other countries, for example, the assassination of Charlie Kirk in the US, and how this 

would be likely to develop in the United Kingdom. 

Experts participating in the roundtables stated that effective preparedness for this scenario relies on 

clear government communication, with many noting that current approaches could be improved. 

Consistent with the discussions relating to Scenario 1: A natural disaster crisis, experts highlighted that 

the absence of trusted voices to disseminate counter narratives to the public would be a key challenge. 

Furthermore, experts emphasised the need for the government to communicate quickly due to the 

speed at which misinformation and disinformation would likely spread. However, it was acknowledged 

that this pressure to communicate rapidly could create challenges for authorities, who would need to 

balance the need to provide timely public updates with the need to ensure information is accurate and 

does not compromise operational sensitivity. 

Despite these challenges, experts suggested that the majority of the public would likely be more 

resilient to a crisis of this kind. Discussions highlighted how, following the Southport attack, small 

groups spreading hate and engaging in violence were far outnumbered by peaceful protestors. Experts 

argued that this demonstrates a widespread resistance amongst the British public to narratives that 

justify the use of violence in pursuit of a political aim.171 

To further strengthen preparedness, experts recommended reviewing the protective factors that 

provide social and democratic resilience to crises of this nature. This would enable policymakers to 

more effectively direct efforts towards building resilience. Furthermore, to improve government 

communication, experts proposed clearer public guidance on the information that can and cannot be 

shared during a crisis. 

Broadly speaking, there was agreement that such a scenario would be more likely to trigger a positive 

societal response, including collective mobilisation in support of democratic values and mutual 

tolerance. However, the limitations in current government communication strategies to counter 

divisive narratives spread by malign actors were recognised as a potential risk. 

 

Conclusion 

Across our scenarios, experts consistently anticipated an immediate and generally positive response 

to and management of these crises by emergency responders. In some cases, they also expected public 

support, with communities rallying behind response efforts. However, this confidence carries a risk of 

 
170 HM Government. “National Risk Register 2025 Edition.” GOV.UK. (2025).  
171 BBC. “Anti-racism protesters come together after week of riots.” BBC. (2024). 

https://assets.publishing.service.gov.uk/media/67b5f85732b2aab18314bbe4/National_Risk_Register_2025.pdf
https://www.bbc.co.uk/newsround/articles/cp35wpl9yx8o
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complacency regarding overall preparedness, particularly in underestimating the scale and influence 

of misinformation and disinformation.  

The role of misinformation and disinformation introduces unpredictability across all the scenarios. It 

creates both immediate operational challenges and longer-term risks that have the potential to further 

erode the social contract. The reflections from experts on these scenarios raise important questions 

about how crisis planning and emergency management should better anticipate, monitor and respond 

to the spread of false or misleading information during crises.  

More broadly, the weakening of the social contract over time must be viewed as a chronic, strategic 

threat. Addressing this challenge requires not only tactical measures to counter false and misleading 

information during crises, but also sustained, long-term strategies to strengthen public trust, 

resilience, and social cohesion. 
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Section 4: The challenge in preparing for and recovering from crises 

Trust in politicians, government and other state institutions has declined and the social contract is 

fraying. Perceptions of economic and social fairness have weakened, and many people in the United 

Kingdom feel that they do not have a voice in decision-making, prompting a growing appetite for 

extremist narratives and ideologies. At the same time, the digital space is changing rapidly. Social 

media, text-based AI services and streaming platforms have transformed how information is created, 

shared and consumed, increasing the speed at which malign actors can supply and spread 

misinformation, disinformation and conspiracy theories. 

Extremists, hostile foreign actors and bad-faith actors seek to exploit these conditions daily - it is a 

persistent threat. Crises and emergencies represent high-value targeting opportunities when citizens 

and communities are at their most vulnerable and seeking information. It is these moments which 

transform an endemic challenge to our democratic way of life into an acute one with potentially 

serious long-term consequences, particularly for vulnerable people.  Important questions must be 

raised about how fit for purpose our current approaches to counter extremism, social cohesion and 

democratic resilience are. 

 

Countering extremism, hostile foreign actors and bad-faith actors in the misinformation/ 

disinformation age 

The United Kingdom’s approach to countering terrorism, extremism, and related harms has evolved 

significantly - in particular, since the September 11 attacks in 2001 and the London bombings of 7 July 

2005. While early responses focused primarily on preventing and disrupting terrorism, policy 

increasingly recognised the importance of addressing the wider social conditions that can contribute 

to radicalisation, including social exclusion, alienation, and community division. This broader approach 

was reflected in the Counter-Extremism Strategy (2015), which emphasises the role of social cohesion 

in strengthening resilience against extremist influences. Although the Strategy was discontinued in 

2021, recent policy developments, including the Home Affairs Committee’s inquiry into new forms of 

extremism, indicate continued recognition of the need for a comprehensive approach to emerging 

threats.172  

More recent policy and legislative developments reflect growing concern about the role of 

misinformation, disinformation, and malign actors in undermining democratic resilience and social 

cohesion. The current government definition of extremism acknowledges that activity creating a 

permissive environment for harmful ideologies may contribute to wider security risks, although the 

 
172 Home Affairs Committee. “Combatting new forms of extremism: Government Response.” House of Commons. 

(2026). 

https://committees.parliament.uk/publications/53548/documents/299030/default/
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relationship between extremism and misinformation remains only partially defined. At the same time, 

the National Security Act (2023) introduced new powers to address state threats and foreign 

interference, recognising that contemporary national security risks increasingly extend beyond acts of 

physical violence to include efforts to influence, manipulate, and destabilise democratic societies.  

Alongside these measures, the Online Safety Act (2023) and subsequent media literacy initiatives have 

sought to address the online spread of harmful and false information. However, questions remain 

about the effectiveness of existing frameworks in addressing the activities of non-violent domestic 

actors, the interaction between domestic and foreign influence campaigns, and the broader societal 

impacts of misinformation and disinformation during times of crisis. The legislation and policies 

outlined in the table below illustrate the United Kingdom’s evolving response to these challenges, 

highlighting both the expansion of regulatory powers and remaining gaps.  

Table 2: Policy landscape related to countering extremism, hostile foreign actors and bad-faith 

actors in the misinformation/ disinformation age 

Framework  What it covers Gap it leaves  

National Security Act (2023) New offences targeting state-

sponsored foreign interference; 

requires evidence of a “foreign 

power condition” for liability. 

Does not address under-the-

radar erosion of trust through 

disinformation. UK-based users 

amplifying foreign content are 

not covered. 

Online Safety Act (2023) Platform duties on illegal 

content; new offence for 

sending false information 

intended to cause non-trivial 

harm. Southport Inquiry found 

most of the post-attack 

misinformation would not have 

been covered. 

Requires proof of intent to cause 

harm. Reckless or negligent 

sharing is not covered. 

Regulation of borderline content 

remains at the discretion of 

platforms. 

Media Literacy Action Plan 

(2026–29) 

Ofcom duty extended; £5m 

Common Ground Resilience 

Fund; £11.9m Digital Inclusion 

Innovation Fund; teacher 

training; public awareness 

campaign. 

The funding scale is modest 

relative to the challenge. 

Reactive and prevention-

focused; does not address real-

time crisis disinformation. 
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Hypothetical scenario: Challenges in countering bad-faith actors spreading misinformation and 

disinformation during a crisis under current legislation173 

A serious violent incident occurs in a UK town. In the first few hours, verified information is limited 

while emergency services respond and the facts are established. The public seeks information through 

social media and messaging platforms, as well as through community groups and friends and family. 

There are genuine attempts to understand what has happened, but at the same time, unverified claims 

begin to circulate about the identity and motive of the perpetrator. 

One widely shared post alleges that the perpetrator is an asylum seeker, however, the source of the 

claim is unclear. It may have come from a foreign actor or simply speculation from another online user. 

A UK-based user with a large following reposts the claim, stating that they have "heard this from a 

reliable source" and that "people have a right to know". The post rapidly spreads across platforms, 

reaching many people quickly. 

Although the information is false, there is no clear evidence that the user knew it was false when 

sharing it or intended to cause psychological or physical harm. However, the post contributes to rising 

community tensions and hostility towards minority groups. 

 

Table 3: Applicability of current legislation in this scenario 

Legislation  Applicability  

National Security Act 2023 The Act may be relevant where misinformation or disinformation 

is demonstrably linked to hostile state activity or foreign 

interference. In particular, liability would depend on meeting the 

Act's "foreign power condition", which requires evidence that 

the conduct is carried out for or on behalf of a foreign power or 

with their direction or assistance. In this scenario, although the 

false claim may have originated from a foreign actor, there is no 

clear evidence of coordination or direction. The subsequent 

sharing of the claim by a UK-based user is not covered in the Act. 

The Online Safety Act 2023 and 

Ofcom's powers 

The Act gives Ofcom responsibility for regulating online 

platforms and enforcing compliance with online safety duties, 

 
173 Crown, Giles. “Mis- and dis-information in the UK and EU.” Taylor Wessing. (2025). 
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including taking measures to address illegal content. In practice, 

most misinformation and disinformation will fall outside of the 

Act unless it meets a criminal threshold under defined categories 

of criminal content such as terrorism-related material or child 

sexual exploitation. The Online Safety Act does include offences 

relating to false communications, but these require proof of 

intent to cause non-trivial psychological or physical harm. 

Therefore, in this scenario, if the user shares information 

believing it to be true or without the required intent or 

recklessness, criminal liability is unlikely, even if the content 

contributes to public disorder. 

Public Order Act 1986 In the Act, offences relating to stirring up racial hatred are 

subject to high legal thresholds designed to balance public 

protection with safeguarding freedom of expression. Liability 

requires intent to stir up racial hatred, or that the material is 

threatening and likely to stir up racial hatred. In this scenario, the 

reposted claim that the perpetrator was an asylum seeker may 

contribute to hostility towards minority communities and public 

disorder. However, it may fall short of criminal liability unless the 

UK-based user is shown to have intended to stir up racial hatred 

or suspected it was threatening, abusive or insulting. 

 

This hypothetical scenario illustrates the relatively high legal thresholds required for criminal liability 

under existing UK legislation. While the National Security Act 2023 addresses foreign state-linked 

interference, and the Online Safety Act 2023 imposes duties on platforms regarding misinformation 

and disinformation, neither is designed to address the cumulative, fast-moving effects of UK-user 

amplified misinformation in real-time. Similarly, the Public Order Act 1986 targets intentional or clearly 

reckless spreading of information, rather than negligent or good-faith spreading of false claims, even 

where such content contributes to public disorder. The current legislative landscape is aiming to 

safeguard freedom of expression and avoid criminalising good-faith reporting in situations where facts 

are still being established. At the same time, it leaves a gap in effectively mitigating crises and 

subsequent harms that can arise in today’s fast-moving digital information landscape.  
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Building societal resilience and preparedness 

Alongside efforts to counter extremism, foreign interference and harmful online content, successive 

governments have increasingly recognised the importance of strengthening societal resilience and 

preparedness. While traditional security policy has often focused on the capability of the government 

and its institutions to respond to crises, there has been a growing recognition that resilience also 

depends on the preparedness of communities, local groups, and individual citizens. This reflects the 

understanding that the wide range of contemporary threats that the United Kingdom faces, from state-

sponsored proxy activity to natural disasters, can only be effectively managed through a whole-of-

society approach. 

Table 4: Frameworks relevant to building societal resilience and preparedness 

Framework  What it covers Gap it leaves  

National Security Strategy  and 

Resilience Action Plan (2025) 

Strategic framework for national 

security challenges; focus on 

domestic resilience; both 

documents emphasise the 

importance of the social contract 

to resilience. 

NPC evidence found plans do not 

sufficiently focus on public 

understanding or engagement. 

Mechanisms to guarantee 

effective implementation are 

limited. 

National Risk Register (2025) 89 acute risks identified; Chronic 

Risks Analysis introduced; 

provides the basis for 

government and Local Resilience 

Forum (LRF) emergency 

planning. 

Not an integrated resilience 

framework. Does not 

incorporate social cohesion or 

democratic resilience as risk 

factors. Responsibilities for 

prevention and recovery remain 

dispersed across multiple 

organisations. 

 

There are questions as to the extent to which these policies have effectively translated into practice. 

Evidence submitted by the National Preparedness Commission (NPC) to the Joint Committee for the 

National Security Strategy highlighted several limitations. While the government recognised that 

improving national resilience requires greater public awareness of the risks and threats faced, the NPC 

argued that plans do not sufficiently focus on increasing public understanding, engagement or 

participation. Furthermore, concerns were raised about the lack of mechanisms to guarantee the 
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effective implementation of resilience strategies.174 As a result, there remains a gap between 

recognising the importance of whole-of-society resilience and truly embedding resilience-building 

behaviours across the public and communities. 

Taking a whole-of-society approach to national resilience and preparedness requires not only 

considering the responsibilities of government and institutions but also the role that individuals and 

communities can play - this is the crux of the idea of a social contract. Experts engaged in this research 

highlighted the need for greater emphasis on individual responsibility, including how citizens can 

contribute to community resilience before, during, and after crises. Framing preparedness as a shared 

societal responsibility, rather than solely a government function, may help to foster a greater sense of 

collective ownership for preparedness and, ultimately, a more cohesive and resilient society.  

International experience demonstrates that whole-of-society resilience can be embedded through 

integrated national frameworks that combine prevention, preparedness, response and recovery while 

clearly defining the role of communities and citizens. New Zealand, for example, has adopted the All 

Hazards Emergency Management resilience approach designed to respond to a wide range of crises 

from natural disasters such as the 2010-2011 Canterbury earthquakes, to acts of violence such as the 

Christchurch mosque shootings, and public health emergencies such as Covid-19. The approach is 

underpinned by the 4Rs: Reduction, Readiness, Response, Recovery. A key strength of the New Zealand 

approach is its continuous cycle where lessons learned from crises are systematically incorporated into 

future risk reduction and national preparedness measures.  

Compared to New Zealand’s legislatively embedded 4Rs model, the UK’s approach remains relatively 

reactive to crises, with long-term prevention and recovery responsibilities dispersed across multiple 

partners rather than being integrated within a single emergency management framework. While the 

National Risk Register (NRR) identifies and communicates priority risks to government, businesses and 

the public, it is not itself an integrated resilience framework. Responsibilities for risk reduction, 

preparedness, response and recovery remain distributed across multiple organisations and in sector-

specific policies, such as the National Cyber Strategy (2022), rather than being unified under a single 

resilience model with legislative teeth. 

New Zealand’s national preparedness arrangements are also characterised by strong local and 

community ownership. Emergency management is delivered through 16 regional Civil Defence 

Emergency Management (CDEM) Groups, which bring together local government, emergency services, 

health, and community groups.175 The model places significant emphasis on communities being active 

 
174 National Preparedness Commission. “NPC’s written evidence on the National Security Strategy.” National 

Preparedness Commission. (2025). 
175 Civil Defence National Emergency Management Agency. “About emergency management.” New Zealand 

Government. (Last updated 2025). 
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participants rather than passive recipients of national government assistance and encourages citizens 

and voluntary organisations to play a defined role in preparedness and recovery. 

The refreshed National Occupational Standards (NOS) for Resilience and Emergencies provide a 

nationally agreed framework to strengthen the resilience workforce.176 Designed for use across sectors 

including local government and healthcare, they offer guidance and promote a shared understanding 

of resilience approaches and support the development of emerging roles such as Chief Resilience 

Officers (CROs). The introduction of NOS and CROs reflects a broader recognition of the need to 

strengthen and modernise local resilience arrangements in response to an increasingly complex threat 

landscape.  

While the United Kingdom has multi-agency Local Resilience Forums (LRFs) established under the Civil 

Contingencies Act (2004), these operate as non-statutory partnerships and rely heavily on the 

resources and goodwill of partners. The government’s Evaluation of the 2021/22 Funding Pilot for LRFs 

highlighted significant disparities in local capability, with some LRFs operating with only a single 

dedicated officer and relying on partners for capacity.177 The pilot itself was the first time that the 

central government provided direct funding to LRFs outside of specific emergencies. Recent research 

has found ongoing challenges with the consistency of approaches and capacity across LRFs, specifically 

in the context of weather emergencies; however, the findings may have wider applicability across 

other crises.178 The same research found inconsistent public awareness of local resilience planning and 

noted that many LRF communication strategies remain quite reactive. Collectively, these structural 

and operational challenges may limit the development of a whole-of-society, locally embedded 

approach to resilience.  

 

 
176 National Preparedness Commission. “National Occupational Standards (NOS) for Resilience and Emergencies.” 

National Preparedness Commission. 
177 Department for Levelling Up, Housing & Communities, “Independent Report: Evaluation of the 2021/22 

Funding Pilot for Local Resilience Forums.” GOV.UK. (2023).  
178 Blake, Daniel. Mark., and Loud, Emily., and Brooks, Katya., and Petrokofsky, Carl., Thompson, Ross., and Jung, 

Agnes., Coleman, Paul. “A qualitative study of local health resilience to adverse weather in England, UK.” 
International Journal of Disaster Risk Reduction. (2026).  

https://nationalpreparednesscommission.uk/news/national-occupational-standards-nos-for-resilience-and-emergencies/
https://www.gov.uk/government/publications/local-resilience-forum-202122-funding-pilot-evaluation/evaluation-of-the-202122-funding-pilot-for-local-resilience-forums
https://www.gov.uk/government/publications/local-resilience-forum-202122-funding-pilot-evaluation/evaluation-of-the-202122-funding-pilot-for-local-resilience-forums
https://www.sciencedirect.com/science/article/pii/S2212420926001573
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Cumbria Resilience: Local Resilience Forum Trailblazer Programme179 

Cumbria has been awarded funding over a two-year period to deliver a pilot as part of the Local 

Resilience Forum Trailblazer Programme. The programme aims to strengthen local resilience through 

a whole-system approach by bringing together emergency services, local authorities, health, voluntary 

sector partners, and communities to improve preparedness, response, and recovery.  

The programme includes the appointment of a Chief Resilience Officer (CRO) and Project Support 

Officer to provide strategic leadership and accountability on resilience planning within the Cumbria 

Combined Authority. Alongside investment in training and exercising, improved data and intelligence 

capabilities, the programme also aims to empower communities to play an active role in managing 

future risks. Community resilience will be supported by a Community Resilience Fund that will provide 

grants to community groups to help build their resilience and preparedness for responding to 

emergency events.  

While the focus of this pilot is to improve resilience locally, it has the potential to generate learning 

and good practice that can inform resilience planning nationally and support a whole-of-society 

approach to national preparedness.  

 

Other international examples suggest that a more comprehensive approach to societal resilience may 

be possible. The Finnish Comprehensive Security Model integrates government, businesses, civil 

society and citizens into national resilience planning.180 National resilience and preparedness are 

treated as a shared responsibility, supported by education, public awareness campaigns, and voluntary 

training programmes. The Finnish National Defence Courses, for example, bring together influential 

individuals from different sectors to educate them on societal preparedness and crisis management.181 

The aim is to strengthen networks across society and ensure that resilience is understood as a 

collective responsibility. This approach reflects the broader Finnish view that national preparedness 

not only depends on the government and institutions but also on the whole population. The United 

Kingdom’s political and social context is different; however, the Finnish approach demonstrates the 

potential value of setting clearer expectations about the role that individuals can play in building 

societal resilience and preparedness.  

Sweden has also adopted a similar whole-of-society approach through its Total Defence concept, 

which integrates military and civilian preparedness. An important feature of the Swedish model is its 

 
179 Cumbria Resilience. “Appendix 1: Local Resilience Forum Trailblazer Programme Delivery Plan 2026-2028.” 

(2026). 
180 Woolmore, Tom. “Why Finland’s Comprehensive Security model is so popular, and why the UK’s “whole-of-

society approach” continues to be limited in scope.” National Preparedness Commission. (2026) 
181 National Defence University. “Finnish National Defense Courses.” The Finnish Defence Forces. (2026). 

https://westmorlandandfurness.moderngov.co.uk/documents/s38102/LRF%20JEC%20Appendix%20A%20LRF%20Delivery%20Plan%202026-28%20Mar26.pdf
https://nationalpreparednesscommission.uk/publications/why-finlands-comprehensive-security-model-is-so-popular-and-why-the-uks-whole-of-society-approach-continues-to-be-limited-in-scope/
https://nationalpreparednesscommission.uk/publications/why-finlands-comprehensive-security-model-is-so-popular-and-why-the-uks-whole-of-society-approach-continues-to-be-limited-in-scope/
https://nationalpreparednesscommission.uk/publications/why-finlands-comprehensive-security-model-is-so-popular-and-why-the-uks-whole-of-society-approach-continues-to-be-limited-in-scope/
https://nationalpreparednesscommission.uk/publications/why-finlands-comprehensive-security-model-is-so-popular-and-why-the-uks-whole-of-society-approach-continues-to-be-limited-in-scope/
https://nationalpreparednesscommission.uk/publications/why-finlands-comprehensive-security-model-is-so-popular-and-why-the-uks-whole-of-society-approach-continues-to-be-limited-in-scope/
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recognition that national resilience extends beyond physical threats to include the protection of the 

information environment. The Swedish Psychological Defence Agency was established to identify, 

analyse and counter external information influence directed at Sweden aimed at harming its interests. 

To support democratic resilience and the integrity of elections, the Agency has developed a dedicated 

public information page about the 2026 elections. The page provides situational overviews of 

information threats, guidance on identifying misinformation and disinformation, and educational 

resources on election interference, including examples from other countries.182 The web page also 

includes information about the risks posed by AI and the methods used by hostile foreign actors to 

influence democratic processes. The Swedish approach demonstrates how information security, public 

awareness and physical preparedness for emergencies can be integrated within a single national 

resilience framework.  

In the United Kingdom the Representation of the People Bill intends to lower the voting age to 16. 

This represents an opportunity for the government to promote an understanding of democracy to 

younger cohorts and has the potential to strengthen democratic resilience.  

Electoral Commission: Improving Democratic Education183 

Improving Democratic Education is a new project commissioned by the Electoral Commission. 

Following the government's commitment to reduce the voting age to 16, it aims to ensure that 

democratic education provision is delivered consistently across the United Kingdom, giving all young 

people the opportunity to learn about democracy, voting and elections.  

The project has commissioned several expert organisations to provide support and resources and to 

deliver training to schools, youth settings and parents. This includes commissioning Shout Out UK to 

map media literacy provision and use the findings to co‑design new resources and campaigns to build 

young people’s resilience against misinformation and disinformation. 

While primarily intended to ensure that education on politics is consistent and comprehensive, the 

project has the potential to improve media literacy amongst young people and increase long-term 

resilience to misinformation and disinformation. 

 

Communications and trusted sources of information in crises   

A key component of a whole-of-society approach to national preparedness is that the public has access 

to accurate, timely and trusted information in times of crisis. Having trusted information can influence 

 
182 Psychological Defence Agency. “Election Influence.” Psychological Defence Agency. (Published and accessed 

in 2026). 
183 The Electoral Commission. “Improving democratic education.” The Electoral Commission.(2026). 
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the public’s behaviour, support an effective collective response, and help to prevent the spread of 

harmful misinformation and disinformation by malign actors.  

The United Kingdom has established structures for communicating with the public during emergencies. 

Under the Civil Contingencies Act (2004), local responders, including the police, fire and rescue, 

ambulance services, and local authorities, have responsibilities to warn, inform, and advise the public. 

These functions are supported by central government communications, including the Government 

Communications Service (GCS), which provides crisis communications support across government. 

During major national emergencies, the Cabinet Office Briefing Rooms (COBR) directorate coordinates 

communications across government departments.  

These structures provide a framework for crisis communications, but their effectiveness depends on 

public trust in the messaging. Throughout this research, experts consistently raised concerns about 

declining trust in government and traditional media. This matters for crisis preparedness because 

where trust in official information sources is low, the public may be more willing to seek alternative 

sources of information, including social media, online influencers, and community groups. While these 

sources of information can play an important role in sharing useful information, they can also increase 

vulnerability to misinformation and disinformation if inaccurate or harmful content is proliferated or 

amplified.  

This suggests that effective crisis communication requires more than clear messaging at the time of 

emergencies; it also requires building and maintaining trusted communication channels before crises 

occur. Experts highlighted the importance of identifying and working with trusted voices that can 

communicate effectively to different communities in crises and periods of uncertainty. These can 

include faith leaders or voluntary organisations, who may be viewed as more trustworthy than national 

institutions. In addition, individuals directly affected by crises may emerge as influential and trusted 

voices. For example, following incidents of serious violence and public disorder, the families of victims, 

including Stephen Ogilvy and Henry Nowak, have publicly appealed for calm and urged communities 

not to respond with unrest or retaliation.184  185  

Such interventions can carry moral authority and legitimacy, demonstrating that effective crisis 

communication may depend not only on official government messaging but also on the ability to 

amplify credible, community-based voices that can reinforce social cohesion and resilience. As the 

range of threats to the United Kingdom continues to evolve, communications should be viewed as a 

key part of national preparedness rather than a response function in crisis situations.  

 
184 Logan, Rebekah., and Humphrey, Andrew. “Family of Belfast knife victim say 'unrest is not welcome' as extra 

police brought onto streets.” BBC. (2026).  
185 Seddon, Paul. “PM accuses Farage of exploiting Nowak case and denies 'two-tier policing' claim.” BBC. (2026). 

https://www.bbc.co.uk/news/live/cr47x99k5n6t
https://www.bbc.co.uk/news/live/cr47x99k5n6t
https://www.bbc.co.uk/news/articles/cvgz23p8117o
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Strengthening social cohesion and democratic resilience 

Alongside efforts to strengthen national preparedness, governments have increasingly recognised 

social cohesion as an important aspect of national resilience. Strong social ties can help to build trust 

between communities, strengthen confidence in institutions, and thereby reduce the vulnerabilities 

which may be exploited by malign actors seeking to promote hostility and polarisation. Countering the 

current threats also depends on democratic resilience, including reinforcing the capacity of democratic 

institutions to withstand electoral interference and declining public trust.  

The Representation of the People Bill aims to strengthen democratic processes and encourage 

democratic participation. The bill includes proposals designed to remove barriers to participation in 

democratic processes, such as provisions to enable automatic or direct voter registration. It also seeks 

to reduce malign actor interference in democratic processes by requiring unincorporated associations 

to ensure that any funds they receive for the purposes of making political contributions originate from 

a permissible source.186 

The government has aimed to strengthen cohesion by focusing on improving relations between 

communities and reducing social tensions. The Integrated Communities Action Plan (2019) sought to 

address barriers to integration, reduce mistrust and improve relations between different groups. 

However, concerns have persisted about the coherence and effectiveness of the government’s 

approach to social cohesion. The Khan Review (2024) concluded that the government did not have a 

sufficiently strategic approach to maintaining social cohesion.187 Similar concerns were raised by 

British Future and the Belong Network in 2025, who found that the government response to improving 

social cohesion was fragmented, patchy and reactive - tending to be triggered only after crises and 

flashpoints rather than as part of a sustained and preventative strategy.188  

More recently, the government has sought to place greater emphasis on belonging and local identity. 

The Pride in Place Strategy (2025) sets out a plan to provide people with more agency in rejuvenating 

their local communities with a view to instilling greater unity and social cohesion.189 The strategy 

included a commitment to deliver up to £20 million of funding over the next decade into 75 areas 

across the United Kingdom.190 The government’s recent strategy, Protecting What Matters: Towards 

 
186 The Electoral Commission. “Understanding the Representation of the People Bill.” The Electoral Commission. 

(2026). 
187 Ibid.; Khan DBE, Dame Sara. “The Khan Review: Threats to Social Cohesion and Democratic Resilience.” 

GOV.UK.  (2024). 
188 Puddle, Jake., Rutter, Jill., Rolfe, Heather. “The State of Us: Community strength and cohesion in the UK.” 

British Future. (2025)  
189Ministry of Housing, Communities & Local Government. “Pride in Place Strategy.” Ministry of Housing, 

Communities & Local Government. (2025). 
190 Ibid. 

https://www.electoralcommission.org.uk/news-and-views/understanding-representation-people-bill
https://www.gov.uk/government/publications/the-khan-review-threats-to-social-cohesion-and-democratic-resilience
https://www.gov.uk/government/publications/the-khan-review-threats-to-social-cohesion-and-democratic-resilience
https://www.livingwelltogether.org.uk/wp-content/uploads/2025/07/The-State-of-Us-report-Final-15.7.25.pdf
https://assets.publishing.service.gov.uk/media/68d65f83c908572e81248d46/Pride_in_Place_Strategy.pdf
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a more confident, cohesive, and resilient United Kingdom (2026), further recognised the links 

between social cohesion, resilience, and national security.  

Despite these developments, critics have highlighted how the government needs to embed connection 

and cohesion in policy, not just in place, and that there also needs to be a focus on ensuring 

communities feel safe, seen, and united, as well as proud.191 The Joseph Rowntree Foundation has 

similarly warned that significant numbers of disadvantaged neighbourhoods will not benefit from 

current funding approaches, potentially reinforcing existing inequalities and feelings of exclusion.192 

The All-Party Parliamentary Group (APPG) on Counter Extremism similarly argued that Protecting What 

Matters does not go far enough in responding to the scale of the challenge facing the United Kingdom. 

In its assessment of the Action Plan, the APPG noted that social cohesion and counter-extremism 

continue to be treated as largely separate policy areas, despite growing evidence that declining social 

cohesion, democratic resilience, trust in institutions, misinformation and extremism are increasingly 

interconnected. The APPG advocates for a more strategic and joined up approach, focusing on the 

whole of society approach to strengthening community and democratic resilience.193 

 

Table 5: Frameworks relevant to strengthening social cohesion and democratic resilience 

Framework  What it covers Gap it leaves  

Pride in Place Strategy (2025) Addresses barriers to 

integration; promotes belonging 

and local identity; £20m funding 

commitment across 75 areas. 

The Khan Review (2024) found 

the approach lacks strategic 

coherence. British Future (2025) 

described it as fragmented, 

patchy and reactive, triggered by 

crises rather than sustained. 

Joseph Rowntree Foundation 

highlighted concerns that 

disadvantaged neighbourhoods 

risk exclusion from funding. 

 
191 Fowler, Kelly. “Pride in Place? This is the moment.” Belong. (2025). 
192 Hunter, Scott. and Ibison, Yasmin. “Pride in Place: funding gaps and capacity challenges.” Joseph Rowntree 

Foundation. (2026). 
193 All-Party Parliamentary Group on Counter Extremism. “Policy Briefing: A Review of Recent Counter Extremism 

and Social Cohesion Policy Developments.” UK Parliament. (2026).  

https://belongnetwork.org/pride-in-place-strategy/
https://www.jrf.org.uk/neighbourhoods-and-communities/pride-in-place-funding-gaps-and-capacity-challenges
https://static1.squarespace.com/static/691318c22f1a7f0f4e35c3af/t/6a3c15701f8c4b79517f6fe8/1782322544054/Policy+Briefing+June+2026.pdf
https://static1.squarespace.com/static/691318c22f1a7f0f4e35c3af/t/6a3c15701f8c4b79517f6fe8/1782322544054/Policy+Briefing+June+2026.pdf
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Elections Act (2022) and 

Restoring trust in our democracy 

(2025) 

Voter ID requirements; 

protections against foreign 

interference; Joint Election 

Security and Preparedness Unit 

(JESP) cited as European best 

practice. 

While 93 per cent of the public 

perceive elections as fair, the 

current approach can be 

reactive, focusing on specific 

electoral events rather than 

long-term resilience. 

 

Social cohesion is a core attribute of national resilience and can be strengthened at moments of crisis 

when the response to that crisis and its recovery are good. It is also at these moments that social 

cohesion can most easily break down, however, pointing to the need for a sustained approach to 

strengthening social cohesion over the long term. This must be built on promoting trust in local 

leadership, improving public understanding of democratic processes, and providing the public with 

meaningful opportunities to contribute to their communities and have a say in decisions that affect 

them. Policies that promote social cohesion can strengthen not only communities themselves but also 

the resilience of democratic institutions and the United Kingdom’s overall ability to withstand crises 

and attempts at destabilisation.  

 

Conclusion 

Declining trust in government and institutions, social and political fragmentation, and the rapid spread 

of misinformation and disinformation create opportunities for extremists, hostile foreign actors and 

bad-faith actors. While recent policy developments indicate a recognition of the links between social 

cohesion, democratic resilience and national security, current approaches remain fragmented and 

often reactive. Building long-term national resilience to crises requires a whole-of-society approach 

that strengthens the social contract by building public trust, enhancing preparedness, improving media 

literacy, and fostering meaningful community engagement and democratic participation. 
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Recommendations 

Preparing 

Recommendation 1: Social cohesion and democratic resilience must be viewed as essential 

components of national resilience and preparedness to address the ongoing threat from malign 

actors seeking to exploit vulnerabilities through misinformation and disinformation. These 

components must feed into the assessment of risk, support contingency planning and inform 

communication with wider society and the general public.  

The government should incorporate democratic resilience and social cohesion into the National Risk 

Register and recognise the threat of actors seeking to exploit crises by seeking to undermine them. 

This should inform risk scenarios and how the response would need to address these vulnerabilities. 

Previously, it has been recommended that the government establish a new centralised directorate 

inside the Cabinet Office to address democratic decline, strengthen social cohesion, build democratic 

and societal resilience and counter extremism and other related threats. Our research underlines the 

importance of establishing this directorate, particularly in the context of strengthening our response 

to crises and coordinating across government departments. 

Local Resilience Forums (LRFs) should be mandated to review social cohesion and democratic 

resilience as part of their risk assessment, contingency planning, and communications planning, 

particularly addressing the threat of actors using misinformation and disinformation during crises. This 

responsibility should be clear within each LRF, potentially driven by the emerging role of the Chief 

Resilience Officer. This should include: 

● Assessing levels of public trust in local democratic institutions and the emergency services 

● Identifying existing community tensions and vulnerabilities that could be exploited in and/or 

exacerbated by a crisis  

● Understanding the activities of malign actors, and how crises could be exploited to increase 

division 

● Considering how misinformation and disinformation could spread locally, and planning for this 

● Identifying and maintaining a good current understanding of local trusted voices 

Recommendation 2: Building social cohesion and democratic resilience requires sustained cross-

departmental commitment and investment as a key part of national preparedness. Investment 

should support initiatives that strengthen trust between communities, government and institutions, 

improve media literacy, support local resilience, and build individual, government and civil society 

capacity to respond to and counter misinformation and disinformation. 

Recommendation 3: The government should establish a more systematic approach to understanding 

where and how crises could create opportunities for social division, disorder, and democratic harm. 
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Previous reports have recommended building a comprehensive extremism, cohesion and resilience 

analytical framework and assessment capability. This should be led by the centralised directorate 

inside the Cabinet Office. Government policy should be informed by mapping social and political 

tension hotspots and establishing baseline measures of trust, cohesion and democratic resilience 

across communities. Such analysis could be used to identify emerging vulnerabilities and risks, 

directing resources and enabling targeted interventions, as well as equipping both national and local 

stakeholders to plan and respond to what has been identified.  

Recommendation 4: The government should invest in digital technological capabilities to identify 

emerging threats, detect problematic content at scale and support crisis response and 

communications. This capability should be able to monitor evolving narratives, identify coordinated 

campaigns by malign actors to undermine the social contract, and support rapid responses to 

misinformation and disinformation. Standing capabilities should be scalable, such that additional 

resources can be deployed during crises (when information threats are likely to increase significantly) 

to review and potentially remove harmful content. Where necessary, the government should 

coordinate this activity. Countermeasures and crisis protocols should be developed for different 

information environments, including social media platforms, private messaging services, AI, and 

traditional media.  

Recommendation 5: The government should review how to update existing legal frameworks to 

appropriately address misinformation and disinformation during crises, especially where such 

activity could threaten national security, public safety or critical infrastructure - this could also extend 

to actors who seek to engineer crises through disinformation. In particular, consideration should be 

given to how existing offences under the National Security Act 2023, Online Safety Act 2023 and Public 

Order Act 1986 apply in contexts where harm arises from the rapid, cumulative, and algorithmically 

amplified dissemination of misinformation and disinformation across multiple users and platforms.  

The government should also consider whether current legislation is sufficiently able to address the 

risks from emerging technologies and communications, including AI-generated content, chatbots, 

private messaging, and other platforms, where misinformation can be spread quickly. Any reforms 

should strike the right balance between protecting public safety and national security in times of crisis 

and upholding freedom of expression.  

Recommendation 6: The government should devise and promote a whole-of-society approach that 

involves individuals, schools, businesses, and public institutions in strengthening resilience. This 

should include media literacy education across all age groups, training and support for teachers, public 

awareness campaigns focused on responsible information consumption and sharing, promotion of 

initiatives that strengthen civic participation, critical thinking and democratic engagement. The 

government should strengthen local capacity to counter misinformation and disinformation by 

supporting trusted local voices, community leaders and organisations that can engage effectively with 
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local populations in crises. Local Resilience Forums should be provided with sufficient resources, 

guidance and training to coordinate these efforts and build trust before crises occur.  

Recommendation 7: The government should consider how journalism and public service 

broadcasting, including reporting on local democracy, are bolstered, with clear roles in challenging 

misinformation and disinformation, particularly in times of crisis. High-quality local journalism plays 

a critical role in verifying information, countering misinformation and providing a trusted information 

source in crises. The Government recognises the challenge faced by local media in competing with 

alternative sources of information.194 This challenge should be recognised with sufficient resources 

and by designating local news media, including the Local Democracy Reporting Service, as part of the 

critical national infrastructure. 

The 2027 BBC Charter renewal should consider how public service broadcasting can contribute to 

social cohesion and democratic resilience, drawing on principles from Finland’s Comprehensive 

Security Model. It should also consider a significant expansion of the Local Democracy Reporting 

Service to ensure more consistent coverage across the UK.   

 

Responding 

Recommendation 8: The government should ensure media platforms and Local Resilience Forums 

have comprehensive crisis protocols to counter misinformation and disinformation. These protocols 

should be underpinned by strong, ongoing relationships with community groups, the voluntary 

sector, and wider civil society, which should be developed and sustained as part of routine 

preparedness and resilience activities. This should include communications that enable responders to 

acknowledge incidents quickly, communicate what is known and unknown, and provide regular 

updates when information becomes available. Crisis communications strategies should also identify 

and use trusted voices, including local leaders, subject matter experts and community groups, who can 

help communicate to different audiences and reinforce important information and messaging.  

Engagement with such trusted voices should be maintained and refreshed so they are prepared and 

equipped to support in crises. The government and Local Resilience Forums should make greater use 

of existing emergency alert capabilities, including geographically targeted alerts where appropriate, as 

part of a strategy to warn and accurately inform the public in crises. This use of alerts needs to be 

timely, including having protocols that permit the use of alerts quickly in rapidly changing situations. 

Recommendation 9: Communication should explicitly acknowledge the likelihood of misinformation 

and disinformation being spread in crises and provide the public with practical advice and access to 

trusted information sources. Government, local authorities, and crisis responders should have access 

to pre-approved messaging templates that can be adapted in different crises that flag the use of 

 
194 Department for Culture, Media & Sport. Amplify: The Local Media Action Plan. (2026) 

https://www.gov.uk/government/publications/amplify-the-local-media-action-plan/amplify-the-local-media-action-plan?utm_source=chatgpt.com#tackling-the-practical-challenges-of-public-interest-newsgathering
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misinformation and disinformation to key audiences. These messages should be informed by 

behavioural science and could involve co-design with different demographic groups.  

 

Recovering 

Recommendation 10: We should use crises and emergencies as a 'reachable moment' to rebuild the 

social contract and trust in democratic institutions in the affected areas and more widely. Recovery 

should extend beyond restoring services and infrastructure to rebuilding public trust, confidence in 

institutions, and social cohesion. Following a crisis, the government should continue to communicate 

about the response, the actions taken to protect communities and the lessons learned for future crises. 

Where crises have been handled effectively, communications with the public should highlight 

examples of effective leadership and partnership working. This could help to bolster public trust in 

institutions and confidence in government. Examples of communities supporting preparedness and 

resilience should be highlighted to reinforce the important role that individuals and communities play 

in the whole-of-society model. Increasing trust in democratic institutions should be a specific success 

measure for recovery programmes and interventions. 

Recommendation 11: Following crises, the government, led by the central directorate / Cabinet 

Office and working with relevant partners, including LRFs, should undertake a review of the role that 

misinformation and disinformation played in the crisis. This should include analysis of its impact on 

public behaviour, social cohesion, trust in government and institutions, and the effectiveness of the 

emergency response. Lessons learned should be incorporated into future resilience planning for crises. 

This should include updating the National Risk Register and local risk registers to reflect the 

vulnerabilities identified and learnings from crises. Mechanisms to share lessons learned and best 

practice across local and national partners should be established to strengthen the UK’s ability to 

anticipate, mitigate, and respond to crises. 
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Annex 

Context 

This project was commissioned by the National Preparedness Commission (NPC). It was led by Dame 

Sara Khan with support from Crest Insights, the in-house think tank of Crest Advisory, to research the 

extent to which the UK’s social contract has weakened and what this means for national preparedness 

and crisis response. It builds on both Dame Sara Khan’s 2024 Independent Review of Social Cohesion 

and Resilience195, and Crest Insight’s 2024 report Societal Threats and Declining Democratic Resilience: 

The New Extremism Landscape.196  

 

Methodology 

The project comprised three phases:  

● Evidence review  

● Expert interviews 

● Expert roundtables  

Evidence review 

The evidence review examined existing research and evidence on trust, democratic resilience and 

social cohesion in the UK, examining trends over time, drivers of decline, and variation across 

demographic groups and regions. The following questions are addressed:  

1. To what extent has the social contract frayed?  

2. What opportunities does this present for extremists, hostile foreign actors and bad-faith 

actors? 

3. What are the existing frameworks, strategies and policies to support resilience and national 

preparedness?  

4. What would this mean for government response to a local, regional or national emergency? 

5. What can be done to strengthen national resilience and preparedness? 

To answer these questions, search terms were developed to identify the most relevant evidence. 

Searches were conducted using ‘Google’ and ‘Google Scholar’, alongside analysis of relevant datasets 

and media sources, including print, broadcast, and online media.  

 
195  Khan DBE, Dame Sara. “The Khan Review: Threats to Social Cohesion and Democratic Resilience.” GOV.UK.  

(2024). 
196 Kahn DBE, Dame Sara, and Crest Insights. “Societal Threats and Declining Democratic Resilience: The New 

Extremism Landscape.” Crest Advisory. (2025). 

https://www.gov.uk/government/publications/the-khan-review-threats-to-social-cohesion-and-democratic-resilience
https://www.gov.uk/government/publications/the-khan-review-threats-to-social-cohesion-and-democratic-resilience
https://33a035d7-7d5c-4af1-bf4c-b153b4c399f3.usrfiles.com/ugd/33a035_664f0366e7844b1c959ba868ae23a3af.pdf
https://33a035d7-7d5c-4af1-bf4c-b153b4c399f3.usrfiles.com/ugd/33a035_664f0366e7844b1c959ba868ae23a3af.pdf
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Research question  Search terms  

To what extent has the social contract frayed? "social contract" AND "frayed" AND "UK" 

"social cohesion" AND "current state" AND "UK" 

"decline" AND "social contract" AND “UK” 

What opportunities does this present for 

extremists and bad-faith actors? 

"social contract" AND "extremist" AND "threat" 

AND "UK" 

“disinformation” AND “extremist” AND “UK” 

“disinformation” AND “foreign actor” AND “UK” 

"hate" AND "extremism" 

"racism" AND "extremism" 

"misinformation" AND "bad-faith actors" 

“what” AND “bad-faith actor” 

“effect” “weakening” AND “social contract” AND 

“UK” 

"social contract" AND "effects" AND “UK” 

"mis and disinformation during the COVID-19 

pandemic" 

What are the existing frameworks, strategies and 

policies to support resiliency and national 

preparedness?  

“national preparedness” AND “UK” 

"national preparedness" AND "social cohesion"  

"divided society" AND "national preparedness"  

"counter-extremism" and "national preparedness"  

"social cohesion" AND "national preparedness" 

AND “UK” 

"social cohesion" AND "national preparedness" 

"national preparedness" AND "the social contract" 
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What would this mean for government response 

to a local, regional or national emergency? 

“trust AND “transparency” AND “crisis response” 

“trust” AND “crisis” AND “response” 

“misinformation” AND “crisis” AND “response” AND 

“UK” 

What can be done to strengthen national 

resilience and preparedness? 

“measurements” AND “national preparedness”  

 

Interviews  

Twelve semi-structured interviews with experts in crisis planning, policing, resilience and national 

security complemented the evidence review. These interviews explored perceptions of the state of 

the social contract, social cohesion, and democratic resilience in the UK; and the opportunities this 

presents for extremists, bad-faith actors and hostile foreign actors to exploit crises; trends over time; 

protective factors; and examples of international best practice. Interviews also contributed to the 

development of plausible crisis scenarios to be tested in the roundtables.  

Roundtables  

Two expert roundtables were held in May 2026 to validate findings, refine the scenarios and develop 

recommendations. The first focused on scenario development and impact assessment. It brought 

together crisis planners, resilience experts, behavioural scientists and extremism experts to consider 

how the fraying social contract could affect the UK in different types of scenarios (see Section 3). The 

second roundtable focused on solutions, examining best practice from the UK and internationally and 

identifying practical ways to integrate democratic resilience and social cohesion into national 

preparedness arrangements.  

Together, these three phases informed the analysis, findings and recommendations set out in this 

report.  
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Definitions 

Artificial Intelligence (AI): artificial intelligence (AI) refers to all logical and automated processes, 

generally based on algorithms, designed to reproduce, at least in part, human behaviour, such as 

learning, reasoning, planning, or creating. 

Bad-faith actors: individuals or groups who deliberately amplify fear, grievance, or conspiracy 

narratives in order to heighten perceived threats between communities and mobilise social conflict, 
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particularly during crises or sensitive events.197 Although similar, they differ from extremists in that 

their actions are not driven by an ideology or belief system. 

Chatbot: a computer program that simulates conversation with human end users. Chatbots are 

increasingly using AI techniques to understand user questions and respond to them. 

Cost-of-living-crisis: the fall in ‘real’ disposable incomes - adjusted for inflation and after taxes and 

benefits - that the United Kingdom has experienced since late 2021. 

Critical National Infrastructure: assets, systems, and networks essential to the functioning of a state, 

the disruption or destruction of which would have significant national security, economic, or public 

safety consequences. In the United Kingdom, assets, systems, and networks that meet certain criteria 

are designated as critical national infrastructure. 

Deepfake: digitally created and altered content often in the form of fake images, videos and audio 

recordings. 

Democratic backsliding: a gradual process by which a state becomes less democratic over time. It is 

usually intentional and comes about through the actions of democratically elected leaders. It is a form 

of democratic decline.198 

Democratic resilience: the ability of a political system to withstand and adapt to challenges, threats, 

and crises without compromising its democratic principles, institutions, or processes. This includes 

both the formal structures upheld by the state such as free speech, fair elections, and independent 

judiciary and free press; and also the democratic values held by individual citizens, including tolerance 

of each other and trust in democratic processes.199  

Demographic groups: a section of the population sharing common characteristics, such as age, sex, 

and ethnicity. 

Disinformation: the deliberate creation and spreading of false and/or manipulated information that is 

intended to deceive and mislead people, either for the purposes of causing harm, or for political, 

personal or financial gain.200 

Distrust: a firmly held negative opinion that others are completely untrustworthy. 

 
197 British Future. “Written Evidence From British Future [CCI0028].” UK Parliament. (2025). 
198 International Institute for Democracy and Electoral Assistance. “The Global State of Democracy 2019: 

Addressing the Ills, Reviving the Promise.” International Institute for Democracy and Electoral Assistance. (2019). 
199 Cheeseman, Nic., Desrosiers, Marie-Eve., Cianetti, Licia. and Gehrke, Manoel. “How to Strengthen Democratic 

Resilience: Five Lessons for Democratic Renewal.” European Democracy Hub. (2024). 
200 Cabinet Office, and Department for Science, Innovation and Technology. “Fact Sheet on the CDU and RRU.” 

GOV.UK. (2023). 

https://committees.parliament.uk/writtenevidence/136069/html/#:~:text=Live%20threats%20to%20social%20cohesion,riots%20after%20the%20Southport%20murders
https://www.idea.int/publications/catalogue/global-state-of-democracy-2019
https://www.idea.int/publications/catalogue/global-state-of-democracy-2019
https://europeandemocracyhub.epd.eu/wp-content/uploads/2024/12/How-to-Strengthen-Democratic-Resilience-Five-Lessons-for-Democratic-Renewal_final.pdf
https://europeandemocracyhub.epd.eu/wp-content/uploads/2024/12/How-to-Strengthen-Democratic-Resilience-Five-Lessons-for-Democratic-Renewal_final.pdf
https://www.gov.uk/government/news/fact-sheet-on-the-cdu-and-rru
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Emergency: an event or situation which causes or may cause serious damage to human welfare; the 

environment; or War, or terrorism, which threatens serious damage to security. This definition is set 

out in the Civil Contingencies Act 2004. 

Extremism: the promotion or advancement of an ideology based on violence, hatred or intolerance, 

that aims to: a) negate or destroy the fundamental rights and freedoms of others; or b) undermine, 

overturn or replace the UK’s system of liberal parliamentary democracy and democratic rights; or 

intentionally create a permissive environment for others to achieve the results in (a) or (b).201 

Extremists: individuals, groups or organisations who align with an ideology or belief system that is 

based on violence, hatred or intolerance.202 As highlighted in previous research conducted by Dame 

Sara Khan and Crest, the ideology or belief system does not have to be coherent, with some extremists 

displaying ‘mixed, unstable or unclear ideology’ rather than subscribing to one specific ideology or 

belief system.203 

Foreign interference: malign activity carried out for, on behalf of or for the benefit of a foreign power. 

It is intended to sow division, manipulate public discourse, bias the development of policy, and 

undermine the political system and national security of the United Kingdom.204 

Great Replacement theory: a theory that suggests that white people are being replaced by non-white 

immigrants. 

Hostile foreign actors include individuals, groups, or state entities that deliberately engage in harmful 

activities to disrupt, damage, or undermine security, infrastructure, or organisations. These can include 

proxies who take part in hostile or interference activities in other states on behalf of a hostile foreign 

state. These activities aim to: destabilise another state, for example by using disinformation to weaken 

the integrity of democratic institutions; neutralise perceived threats, such as assassinating dissidents 

or critics abroad; or achieve strategic benefits in the context of an active or shadow conflict, for 

example the targeting of weapons manufacturers who are supplying equipment to their adversary.205 

Local Resilience Forums (LRF): multi-agency partnerships made up of representatives from local public 

services, including the emergency services, local authorities, the NHS, the Environment Agency and 

 
201 Ministry of Housing, Communities & Local Government, and Department for Levelling Up, Housing & 

Communities. “New definition of extremism (2024).” GOV.UK. (2024). 
202 Kahn DBE, Dame Sara, and Crest Insights. “Societal Threats and Declining Democratic Resilience: The New 

Extremism Landscape.” Crest Advisory. (2025); Ministry of Housing, Communities and Local Government. “New 
definition of extremism.” GOV.UK. (2024). 
203 Khan DBE, Dame Sara, and Crest Insights. “Societal Threats and Declining Democratic Resilience: The New 

Extremism Landscape.” 
204 Home Office. “Foreign interference: National Security Bill factsheet.” GOV.UK. (2025). 
205 Home Office. “Foreign interference: National Security Bill factsheet.” GOV.UK. (2025). 
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others. These agencies are designated Category 1 Responders with duties under the Civil Contingencies 

Act. 

Malign actors: actors who are seeking to harm the United Kingdom and its social contract, including 

extremists, hostile foreign actors and bad-faith actors. 

Misinformation: the inadvertent spread of false information.206 

Mistrust: a certain level of scepticism towards the ‘other’. 

Preparedness: a state in which the United Kingdom has the right mindset, capabilities, information 

and governance structures to deal with adverse events – whether foreseen or unexpected.207 

Social cohesion: the extent to which the public live together in a diverse democracy and negotiate 

differences of opinion and values in pursuit of the common good. 

Social contract: an implicit agreement between the people and their government about what each 

side provides to the other. 

Southport attack: a stabbing attack at a Taylor Swift-themed dance and yoga workshop in Southport, 

England, in which three children were killed and several others were injured. 

Southport riots: a series of violent, anti-immigrant, and Islamophobic disturbances that broke out in 

Southport, England on July 30th 2024 and spread to towns and cities across England and Northern 

Ireland. 

Terrorism: The use or threat of serious violence against a person or serious damage to property where 

that action is designed to influence the government or an international governmental organisation or 

to intimidate the public or a section of the public for the purpose of advancing a political, religious, 

racial or ideological cause. 

Toughness gap: the difference between how tough on crime respondents view the police as being and 

how tough on crime respondents want the police to be.208 

Traditional media: media institutions and communication channels that existed before the internet, 

such as radio, print and television. 

Wealth inequality: the unequal distribution of assets amongst individuals or families. 

 
206 Cabinet Office, and Department for Science, Innovation and Technology. “Fact Sheet on the CDU and RRU.” 

GOV.UK. (2023). 
207 National Preparedness Commission. “Preparedness”. National Preparedness Commission. (2026). 
208 Spencer, David. and Tait, Alexander. “A Portrait of Modern Britain: Crime and closing the ‘Toughness Gap’”. 

Policy Exchange. (2025). 
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Unincorporated associations: an association of individuals who have come together to carry out a 

shared purpose. This could be as simple as two people who agree on how to work together towards 

that shared purpose.209 

 

Limitations when looking at indicators of social cohesion and democratic resilience 

It is acknowledged that this review has several limitations. First, key concepts such as social cohesion 

and extremism lack universally agreed definitions, which creates challenges for both measuring and 

comparing evidence across sources. Social cohesion in particular is shaped by a wide range of factors, 

and while this evidence review identifies and examines those most relevant to the social contract and 

national preparedness, it is not possible to address them all comprehensively. Where definitions are 

contested, we have adopted working definitions for the purposes of this review, as set out above. In 

the case of extremism, we have followed the approach noted in Dame Sara Khan’s 2024 Review, which 

similarly acknowledged the absence of an agreed definition.  

Secondly, measuring the precise state of social cohesion is challenging. Although there is extensive 

policy and research on social cohesion, there is limited clarity about the state of social cohesion in the 

United Kingdom and the policy objectives associated with it. This is partly because social cohesion has 

not been defined or measured consistently during the last 20 years.210 The government’s own review 

of social cohesion measures identified several key challenges, including a lack of available and granular 

sources; variation across sources in the level of locality assessed; and variation in the words, phrases 

or formats used to describe different aspects of cohesion.211 To improve understanding of cohesion, 

the review recommended that measures should reflect at least one of five key elements: identity and 

belonging; the social economy; meaning and mechanisms of social responsibility; cultural memory and 

tradition; and care for the future. To capture these elements comprehensively, it suggested five 

corresponding measures: trust; identity; local connections; prejudice and intergroup relations; and 

politics and social order.212  

As a result of these challenges, the picture presented in this review should be understood as indicative, 

drawing on the best available evidence sources rather than a definitive measure. 
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